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Community	  offerings:	  

Commercial	  offerings:	  

Risk	  Based	  Security	  –	  Who	  Are	  We?	  
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Important	  Words	  From	  the	  Previous	  Talk	  

CISOs must understand the effects 
of successful attacks 

 
What damage will it do? 

 
 

- Hanns Proenen 
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1.  Needs to be networked / connected 

2.  Some capability of sensing and decision 
making without human interaction/control 

Internet	  of	  Things	  –	  Our	  DefiniRon	  For	  This	  Talk	  



IoT Products Gone Wild! 
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Looking past all the hype, IoT does not just 
pertain to consumers. 

 

From a business perspective, it can:  
•  help to cut costs 

•  save time 
•  improve productivity and efficiency. 

Internet	  of	  Things	  -‐	  DefiniRon	  
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Internet	  of	  Things	  –	  Process	  

Image source: http://www.business2community.com/tech-gadgets/four-internet-of-things-trends-0273289 
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Internet	  of	  Things	  –	  Examples	  (Environmental)	  
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How many IoT devices are on your network today? 

 
How many of them do you know about? 

 
If they are not already on your company network, 

they will be soon! 

Internet	  of	  Things	  –	  What	  About	  YOUR	  Network?	  



IoT Concern Gone Wild! 
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Internet	  of	  Things	  –	  Tripwire	  Key	  Findings	  

63% of executives expect business efficiencies 
and productivity to force adoption of IoT 

devices despite security risks 
 

46% say that IoT has the potential to become 
“the most significant risk” on their networks 

 
 
 
http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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59% of IT personnel working in medium- 
and large-sized businesses are concerned 

that IoT could become “the most 
significant security risk” on their 

networks 
 
 
 
 

http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet	  of	  Things	  –	  Tripwire	  Key	  Findings	  

Only 30% of IT professionals believe their company 
has the technology necessary to adequately evaluate 

the security of IoT devices 
 

1/5 of the respondents stated that they have 
“no visibility” into current protection levels 

 
 
http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 



N	  O	  T	  	  	  J	  U	  S	  T	  	  	  S	  E	  C	  U	  R	  I	  T	  Y	  	  ,	  	  	  	  T	  H	  E	  	  	  R	  I	  G	  H	  T	  	  	  S	  E	  C	  U	  R	  I	  T	  Y	  	  

Internet	  of	  Things	  –	  It’s	  Hard!	  
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Internet	  of	  Things	  –	  Tripwire	  Key	  Findings	  

24% of employees have connected at least 
one IoT device to their enterprise 

networks 
 
 
 
 
 
 
 
http://www.tripwire.com/company/news/press-release/study-critical-infrastructure-executives-complacent-about-internet-of-things-security/ 
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Internet	  of	  Things	  –	  More	  Shadow	  IT	  With	  IoT!	  



IoT Attack Surface 
Gone Wild! 
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Internet	  of	  Things	  -‐	  CommunicaRon	  

Mobile	  App	  	  

Cloud	  /	  
SaaS	  

Other	  Devices	  

Internal	  Network	  
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•  Remotely accessible services with proper 
authentication / authorization? 
•  Secured communication with other 

devices, clients, cloud? 
•  Secure firmware updating? 

Internet	  of	  Things	  –	  Devices	  (ASA)	  



N	  O	  T	  	  	  J	  U	  S	  T	  	  	  S	  E	  C	  U	  R	  I	  T	  Y	  	  ,	  	  	  	  T	  H	  E	  	  	  R	  I	  G	  H	  T	  	  	  S	  E	  C	  U	  R	  I	  T	  Y	  	  

During a wireless assessment of a client’s WiFi network, 
InGuardians sniffed for ZigBee, Z-wave, and other 900 MHz 

traffic common for IoT devices 
 

It was found that the building contained a ZigBee network 
that the client was not aware of 

 

This network supported devices controlling the building’s 
HVAC system, which put the company’s manufacturing 

process at risk 

http://www.forbes.com/sites/sungardas/2015/01/29/the-internet-of-things-has-a-growing-number-of-cyber-security-problems/ 

Internet	  of	  Things	  –	  It’s	  Not	  Just	  WiFi	  
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•  Remotely accessible services with proper 
authentication / authorization? 
•  Secure storage of data? Loss of device 

may be similar to losing keys to the 
kingdom. 
•  Secure communication to cloud and 

devices? 

Internet	  of	  Things	  –	  Mobile	  App	  (ASA)	  
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•  Servers securely configured? 
• Mature patch strategy e.g. using VI 

solution? 
•  Secure storage of data? 
•  Redundancy and do devices work if no 

connectivity to cloud? 

Internet	  of	  Things	  –	  Cloud	  (ASA)	  



IoT Research Gone Wild! 
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Internet	  of	  Things	  –	  Junk	  Hacking	  
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Internet	  of	  Things	  –	  IoT	  Vulns	  So	  Far?	  
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Why so relatively few critical vulnerabilies? 
 

Requires access to devices and often 
extracting firmware from them, as it’s not 

otherwise readily available 

Internet	  of	  Things	  –	  State	  of	  Security	  
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Since there still isn’t much IoT 
vulnerability information (yet!)    are 
there lessons learned from regular 

embedded devices? 

Internet	  of	  Things	  –	  State	  of	  Security	  
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2015*:	   	  	  	  8,482	  
2014:	   	  13,527	  
2013:	   	  11,178	  
2012:	   	  10,372	  
2011:	   	  	  	  7,921	  
2010:	   	  	  	  9,165	  
2009:	   	  	  	  8,183	  
2008:	   	  	  	  9,806	  
2007:	   	  	  	  9,587	  
2006:	   	  11,049	  
	  

	  
Source:	  RBS	  VulnDB	  
*YTD	  Aug	  23rd,	  2015	  
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Internet	  of	  Things	  –	  D-‐Link	  
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Internet	  of	  Things	  –	  TP-‐LINK	  
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Internet	  of	  Things	  –	  Everfocus	  
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Full	  reports	  available	  at:	  
hCps://www.riskbasedsecurity.com/research/RBS-‐2015-‐001.pdf	  
hCps://www.riskbasedsecurity.com/research/RBS-‐2015-‐002.pdf	  

	  

Internet	  of	  Things	  –	  Everfocus	  (Code	  Maturity)	  
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No CSRF protection whatsoever 
 

Allows e.g. rebooting device or creating user accounts 
 

http://[IP]/cgibin/reboot.cgi?action=reboot 

Internet	  of	  Things	  –	  Topica	  IP	  Cameras	  (TOP-‐-‐788XMP)	  
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Supports 3 user types: 
“Viewer”, “Remote Viewer”, and “Administrator” 

 

Restricts access to user_management_config.html but 
not /cgibin/users.cgi 

 

action=add&index=5&username=test&password=test
123&privilege=1 

Internet	  of	  Things	  –	  Topica	  IP	  Cameras	  (TOP-‐-‐788XMP)	  
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Internet	  of	  Things	  –	  Mobile	  Apps	  
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Devices are likely affected by many basic 
vulnerabilities (low code maturity) 

 

Mobile apps may not perform proper SSL/TLS 
certificate validation or store data securely 

 

If this is the state of their devices and apps, how much 
do you trust their cloud with your data? 

Internet	  of	  Things	  –	  State	  of	  Security	  



Actions and Response 
Gone Wild? 
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Internet	  of	  Things	  –	  Where	  To	  Start	  At	  Your	  Org?	  
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Internet	  of	  Things	  –	  Security	  Needs	  A	  Seat!	  
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•  Get an inventory of your current IoT devices 
– Network scanning / mapping - know what is in use and 

where including IoT devices 
– Look at outgoing web traffic / logs to see what IoT 

devices are communicating outbound 

•  Know where risk is in your environment 
– Map and track in existing asset management data / 

CMDBs 
– Ensure you have proper vulnerability intelligence 

Internet	  of	  Things	  –	  Find	  Your	  IoT!	  
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Internet	  of	  Things	  –	  Basic	  Security	  FoundaRon!	  
Vendors	   Implement proper network 

segmentation for all IoT 
devices where possible  
– Allows for reduction of attack 

surface 
–  Improves incident response 

ability when devices are clearly 
identified 
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•  IoT is already in your network and expect it to be 
insecure. 

•  Start talking with your executives / IT personnel about 
the issues and conduct proper risk assessments. 

•  Ensure you incorporate your incident response 
program to include IoT products and vendors. 

•  Work with vendors and pick products that 
demonstrate they care about security! 

Internet	  of	  Things	  –	  Conclusion	  
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Thank	  you!	  
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Internet	  of	  Things	  –	  QuesRons?	  
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