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Security issues in Telecom industry
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Change in Internet-Based Security Threats e [

Methods of attack are growing ever more sophisticated and systematic

Characteristic of threats is changing
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Security Threats chronology B [ ok
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Why ISPs need to flght aaTelecom

Japan

Many reasons ISPs need to fight against security threats

e The internet is essential for our business, our users and our society.
e But ISPs are facing various types of security threats.

e ISPs need to fight against security threats in order to protect

- network (Business)
- users

— soclety _ %

Society
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Telecom-ISAC Japan’s activities




Introduction of Telecom-ISAC Japan By [
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Established in July 2002

« as the first Information Sharing and Analysis Center ( ISAC ) in Japan

« with 20 member companies including telecommunications carriers and
ISPs

« to enhance security countermeasures for the information and
telecommunication industry, by establishing a mechanism to share and to
analyze the security incidents within the members
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Necessity of Cooperation and Coordination e [

Japan
Case of Cooperation and Coordination: DNS Reflection attack
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Single organization can do only a few things for Large scale DNS Reflection attack.
Cooperation and Coordination is necessary!




Recent topics on Telecom-ISAC Japan’s measures e [
Japan
Year 2011 | Year2012 |  Year2013 Year 2014

Prevalence of phishing sites

the rise
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ACTIVE Project
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Malware Countermeasures through Public-Private partnership a (Jelecom

Telecom-ISAC Japan promotes various projects with the support of Ministry of Internal

affairs and Communications in order to establish the safe and secure Internet society.

Malware Trend

e

ACT'V > 2013~2018

nced Cyber Threats response Init Challenge for preventing malware
isti infection and removing malware
\’::.:::: ,I:,I:::\I,::Zd and s P RACT l c E 2011~2016 Challenge to prevent malware
Emergence of more Field Trial of Proactive Résponse Against Cyber-attacks infection by blocking access to
sophisticated and more Through International Collaborative Exchange malware embedded websites and to
various malware Field Trial which collects and analyzes various cyber-attack issue the warning to notify malware
information, establishes a quick-response scheme through infection and to request malware
£ Drive-by-download International collaboration. removal through collaboration among

telecom carriers and security

RDB 2009~2012 vendors., and to realizes safe and

secure network environment.

m Appearance of web-based
infection malware which

infects by merely viewing System field trial to prevent access the hazardous web
web sites sites ( example: malware embedded sites)
- Field Trial which creates lists of malware embedded sites
Bot and avoids accessing the hazardous web sites in order to
% Bot which infects without protect people from malware infection by merely viewing

the users' awareness by web sites
Cyber Clean Center 2006~2011

merely accessing the . .
Intern)e/:t is in the?najority .- ’ Anti-botnet Countermeasures Project
¢ ciean  Project which detects bot infected PCs, and sends notification to
= the owner of bot infected PC, in order to remove malware from the

Background of Telecom-I1SAC Japan which deals with cyber-attack PC.
response

Change from criminal for pleasure to Emergence of more advanced and Various social activities depend on the

pecuniary motive complicated attack techniques Internet
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ACTIVE Project o (ACTIVE

Advanced Cyber Threats response InitiatiVE

Overview of ACTIVE PrOjECt z (Jelecom

ACTIVE is a comprehensive malware countermeasures project to establish
safety Internet society.

. Public-Private Partnership project funded by MIC

. Five years project (November, 2013 - March, 2018)

. To provide Comprehensive Malware Countermeasures

- Removal of Malware
- Prevention of Malware infection

Removal of Malware Prevention of Malware infection
. A (3)Warning
(3)Removal \ (2)Warning (Administrator of Web site)
(End user)
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Effort to remove malware aae-ecom
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« ACTIVE detects malware infected PCs and notifies users.

« ACTIVE provides information on how to remove malware to users.

(1) Detection
(2) Alerting To Identify individual users whose PCs

To Send an alert email to the are infected with malware(s)

users to make them understood

i .. Request to identify users
current infected condition (ACT'V >

Send alert email Identlfy userﬁ/m  CyberT?
]
A D= Detect system
. . “ Detect malware infection

ACTIVE
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(3) Removal

To Remove malware in accordance with the  countermeasures website
instruction in the alert emaill Provide information on how to remove malware




Effort to prevent malware infection
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ACTIVE prevents users from being infected with malware when the users try

to access malicious website.

L (1)Collection of URLs
. (DCollects of malicious websites to be compiled into the list

@Provides the list to the ISPs.
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(2) Warning to End user
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L 8 "’.Ite going to access maliclious ) Issue of warning statements to administrators
WEDSIEs Warning! 2 of malicious websites to ask for removing the
You are going to access \ malware from their websites
malicious website. N ”
Do you really access it? ATy,

Display a warning against users who
>play g aga : -U‘ser
going to access malicious website.




Take Down of Game Over Zeus e
Participation in the GOZ takedown campaign zﬂiﬁgn

As Game over Zeus (GoZ) is taking major role in cybercrime around the world, FBI and Europol
has organized the large scale take down which involved law enforcement agencies around the

world including Japan.
With this operation, goal is to confiscating the servers that is used by criminal and finding out

PC that is infected by malware and notify the user.
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disrupted

Operational Detail

¢ Take down of C&C Server and there proxy

# Monitor the C&C server activity and notify the user for infection.




Take Down of Game Over Zeus <Tegcom
Role of ACTIVE Project ge [cha

«Contacting individual ISP from Police and JPCERT/CC is a huge burden
for them

ACTIVE Project plays a role in contacting point for each ISP

FBI controlled Server D

il
GOZ inf GOZ inf
23 "US-CERT = JPCERT/CC D

Internet Handling for each ISP

*Notify GOZ infected PC user

GOZ info
Communication CACTIV > ‘Take down 2" Proxy server

i Cyber Tt

Notify user and § .
GOZ infected : / N Current total number
help to remove ﬁ ISP 4 Divide file for each ISP 1 5 5 000
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[ Contact User

Log Analysis

X VAWTRAK infected PC users also have been notified by ISPs through ACTIVE scheme .
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Past Achievements (1st Nov.,2013 - 28st Feb., 2015) e [

e ACTIVE started on 15t November, 2013 supported by MIC.
e Many ISPs and security experts join ACTIVE.

e Issued 1,342 alerts to malware infected PC users.

e [ssued 472 alerts to malicious access.

e Established malicious web crawling scheme which enables to check
100,000 web sites a day.

e Added darknet sensor information provided by NICT to remove
malware.

e Alerted 155,000 GOZ users based on FBI data.
e Alerted 33,000 VAWTRAK users based on MPD data.
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We have to improve and promote ACTIVE ? ﬁ
to establish more secure and more safely J ¥
ICT society! ()
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Our challenge in 2015

Establish safety internet society by mitigating cyber-attacks

e |
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through the cooperation with ISPs and other organizations

Activities
1. Alerting & Access control based on ISP service(ISP’s effort)
« Alerting to users
« Alerting to Website master
» Filtering malicious website access
» Filtering C&C access

2. Countermeasures through collaboration(Coordination)
— Participate in large-scale takedown
— Information Sharing and Alerting based on shared information

Key Success Factors
e Promote effective activities(Legal issue should be cleared.)
e Promote more ISP participations(Local ISPs, CATV, etc.)

e C(Collect reliable data from other organizations(ACTIVE Honeypot is to be
discontinued.)
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ACtiVitiES in 2015 zé’f\lgcom

1. Alerting & Access control based on ISP service(ISP’s effort)
2. Countermeasures through collaboration(Coordination)

R&Ds - Foreign LE
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Malicious Website C&C * PRACTICE R&D . MIC
« NICT - Financial ISAC

» Detecting

Security Vendors
+ Analyzing

Coll ration

Malicious website list
C&C list, etc.
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ISP’s effort
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Thank you for your time and consideration.
We are looking forward to collaborating with you!
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Satoshi Noritake

= Telecom-ISAC Japan NTT Communications Corporation
https://www.telecom-isac.jp/english/index.html s.noritake@ntt.com




