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= Heute High-Tech Produkthaus fur Behorden
und Unternehmen
TRUSTED

= [nternationaler Technologiefuhrer im Bereich o—
, 1rusted Infrastructures®

‘ |
Kernziele (. BITKOM
= Standardsysteme und -prozesse nachweisbar biru
vertrauenswurdig machen Bundesverband
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Exhibit E3
Estimated potential economic impact Range of sized potential  Impact from other
- - . . economic impacts potential applications
pf technplogle§ from sized applications e Cotsze)
in 2025, including consumer surplus o

$ trillion, annual

McKinsey 2013: i

12 Economically & 26
Disruptive
Technologies

= These estimates of economic
impact are not comprehensive
and include potential direct
impact of sized applications only.

» These estimat; .not
represent F’g’r?éralgét stz!eT y
(revenue), but rather economic
potential, including consumel 3 de
surplus. in
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Attack Vectors of Malware

3rd Party Apps

Browser :
Multimedia/PDF SR

Communication services
Remote access
Operating system
Baseband CPU
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Vulnerabilities of Smartphones (1/2)

Smartphones get lost or are stolen
< Risk: Disclosure of stored information (mails, contacts, documents,
...)

Passphrases are not secure and will be broken
< Risk: Disclosure of stored data, unauthorized access to enterprise
resources (Intranet, Mails, ...)

Eavesdropping of the communication
< Risk: Disclosure of transmitted information (passphrases, PINs,
credentials, ...), eavesdropped telephone calls

Information collecting (Datensauger) Apps Secur |-|- y

< Risk: Disclosure of confidential information (contacts, calendar,
location,, ...)
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Vulnerabilities of Smartphones (2/2)

Exploits of Vulnerabilities of Apps
= Direct access to app data
= Indirect access to data of other apps

< Risk: Disclosure of confidential information

Exploits of Vulnerabilities of Android
= Access to cryptographic keys
= Bypassing of isolation and encryption mechanisms

< Risk: Disclosure of confidential information, unauthorized ,
access to enterprise resources (intranet, mail, ...) Secul |Ty
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Falsche SSL-Implementierung erméglicht Angriff auf mobile Gerate

EXpOlitS Sicherheitsliicke in Android-Apps

10.12.13 | Redakteur: Peter Schmitz
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ANTIVIRUS SOFTWARE

Over half of Andr

. have unpatched

o o o
groBten ist das Risiko bei Banking-Apps und Anwendungen die Single-Sign-On z.B. zu den Google-
W Tweet Vu I n e ra b I I Itl es’ rE oder Microsoft-Diensten nutzen. (Bild: Fraunhofer SIT) ‘le history

Durch eine Sicherheitslicke in einigen Android-Apps kdnnen Angreifer Zugangsdaten stehlen. Am B

By Lucian Constantin, IDG-News-Service:Romania- Viele beliebte Android-Apps haben einen schwerwiegenden Sicherheitsfehler,
darunter auch Apps von Banken, Verlagen und anderen groBen Organisationen.  "Mology
. . . = - - asung - HTC -
Over half of Android devices are vulnerable to kno Angreifer konnen so im schlimmsten Fall Zugangsdaten zum Bankkonto oderzu  ~ ~... .
malicious applications to gain complete access to den Cloud- und Mail-Diensten von Microsoft und Google erbeuten. \puter security -

stored on it, according to a report from mobile sec king - Android -
Mitarbeiter des Testlabors am Fraunhofer-Institut fiir Sichere Informationstechnologie in artphones - Mobile

This conclusion is based on scans performed dur parmstadt haben festgestellt, dass viele beliebte Apps der Android-Plattform einen

afree Android vulnerability assessment tool devell schwerwiegenden Slcherheltsfehler bei der Implementlerung von SSL aufweisen.
devices for known privilege escalation vulnerabilities thal " m—

Just how much is gomg on...
PayPal CISO refutes compromise

Create

lmbmmnmblusm



© 2015 1 Classification: PUBLIC

Sirrix AG

security technologies

Ganz praktische Herausforderungen...

NEW ANDROID MALWARE SAMPLES

1,500,000

1,250,000

250,000

A A T A Y/ 77
2013 20]4 Q1/2015
Source: G DATA Software AG y
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Neue Anwendungsfelder
Beispiel ,Albert” Payment Terminal

= Commonwealth Bank of Australia

» Expected market share in Australia:
70% until end of 2016

=  Android-Device und
Android-Apps
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Paradigmenwechsel zu pro-aktiven Systemen

Reaktive Ansatze: Proaktive IT-Sicherheit:
= Airbag-Methode®: = ESP-Strategie®: Verhindern, dass
Wenn's passiert soll es weniger ,weh tun® man uberhaupt ins Schleudern
kommt
Secur |Ty
made
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Pro-aktive Konzepte

Separation, Integritatsprufung

= Separierung kritischer Bereiche
in von einander isolierte Komponenten

= Reduzierung der sicherheitsrelevanten Komponenten (TCB)
= Integritatsschutz der Komponenten

= Datenaustausch nur Uber klar definierte Schnittstellen

= TECHNOLOGIEN: Virtualisierung, Sicherheitskerne

Control

Creatio ‘
1

Informationsflusskontrolle statt Zugriffskontrolle
= Kontrolle der Daten Uber gesamten Lebenszyklus —

= Verarbeitung nur durch integritatsgeschutzte Komponenten
= TECHNOLOGIEN: Trusted Computing, Remote-Attestation

SecurlTy
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Example: BizzTrust Secure Mobile Computing

= Enables strict separation between
business and personal apps and
data

» Prevents from malware infection
and APT attacks

= Even in the presence of exploits in
android framework or in any app.

» Provides information-flow control

and includes strong encryption for
stored data and communication

data.

PERSONAL &
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Technology

= Uses TURAYA™ Type- )
Enforcement Security Kerneb©C LI |T Yy
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