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BUSINESS ASSURANCE PLATFORM

* Open Environment for Best-of-Breed Solutions

* Proxy-Based Architecture
* Global Cloud Infrastructure

* Rich Security Analytics

* Threat, Web & Application Intelligence
» Scalable Virtualization Platform
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= Most popular hash tag ever

« 6500 time tweeted in 1 minute
« 3.4 million tweet in just one 24
hour period

= Miscreant say “Jesus Charlie too”

« Exploited #JesuisCharlie hash
tag
« Used RAT Dark Comet
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= Internally a computer:
« CPU, RAM (you can buy more)
« Ethernet ports / WiFi
« Hard disk
» Hard disk
« Often stores the full print history
* Public announcements
« Contracts
« Financial numbers
 Strictly confidential documents
= “Smart printers” may contain
original document type

Do you have anti-virus on your printer?
 When did you last update your printer’s firmware?
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= BYOD is happening

Are you sure there no private wifi
hotspots on your premises?

Access to emails, documents, contacts

= Device has sensors

Microphone
Camera

GPS

Light sensor
Accelerometer
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Android is not limited to
phones/tablets

Fridges
Watches/ goggles / wearable’

Full Internet Connectivity
Known bugs/vulnerabilities

= Every product has bugs:

« Depends on 3rd party?

* Google is not always patching
(Webview vulnerability <
Kitkat
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Antivirus exists for mobile devices

* Impossible for deep analysis without jail-breaking the phone
(same security for everybody is a good concept)

 Only sees threats on the surface
 Usually limited to known threats

Attackers can use exploits and undermine security

=» Asymmetric scenario

Old devices are usually not updated by the vendor
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public static byte[] getEncryptedDeviceData()

DeviceInfo v@ = new DeviceInfo();
v@.a(Constants.subscriber_id);
v@.b(Constants. :
v@.c(Constants
vB.d(Constantg:l
v@.e(Constants.

.f(Constants.
ve.g(Constants.
v@.h(Constants.,
v@.i(Constants.

ve.a( .cur
return v@.a();

A AT

g
l corning cali

1-293123
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“Yeah we have
ANTIVIRUS”

Hey what's about
your egress points
themselves?

“Yeah we have
Firewalls”

The Honeynet
P R O J E C T
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POINT OF SALES
o

Restalirant: Orderina _hookkeeninn _hillinn

aCorruptedRegex

aCompliant _dat db ‘compliant._dat’,@

align 4
av3iotao1212pU08

align 4

; char aExplorer exe[]

aExplorer_ exe db ‘explorer.exe’,8 ;
align 4

SCOrsvy_exe

alscorsyw_exe dh "mscorsuvw.exe’ @
align 4

: Char aflg_exe[]

afAlg_exe db ‘alg.exe’,8

: char aWscntfy_exe[]

alscntfy_exe db ‘wscntfy.exe',8

; char asSpoolsu_exe[]

a5poolsy_exe db ‘spoolsv.exe’ .8

;» char alsass_exe[]

dlLsass_exe dh "lsass.exe’ @
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db ‘corrupted regex pattern®,8 ; DATA XREF:

.text:00486B5BT0
DATA SREF: SUD_HB?H?F+135TD
5uh_Hﬂ?9EB+EHTD

db *%\;?[3-9]{13[8-9]{12,19}[D=\uBB61][8-9]{10,383\72",0

DATA XREF: sub_4@8747F+D3To

DATA XREF: sub_48773D+172%1o

DATA XREF: sub_u0773D+144To

DATA XREF: sub_u0773D+12DTo

DATA XREF: sub_u0773D+116To0

DATA XREF: sub_48773D+FBTo

DATA XREF: sub_48773D+C5To
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= Prevention is required to remove
the noise:

= Host antivirus
 Removes mass malware
« As soon as something is on the
endpoint, it is too late
* Printers, fridges, mobile
devices?

= Network content analysis
« Stops before reaching
endpoint
« Can react on outgoing data
 What about SSL?
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PREVENTION

it WY £
Regstered to: Private Edition LU 1L

O ByPass Norton 360 [SONAR]
O AntiK azpersky [ByPass Killer)

Oe 2
v [ AntidY Database Update
Obfuscator [PEMax]

[ Bemove Av From Disk
[0 A¥ License Disable
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Whitelists:
» Works (if not compromised)
 Try once and never try again

Reputation / Big-data / Crowd
* You benefit from other incidents seen across the world in real-time
« Machine learning about “dirty” machines

* Blue Coat processes
—~300.000 files / 24h
—~6.000.000.000 URL ratings / 24h
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Am | Ready To Respond?
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Five Styles of Advanced Threat Defense

Real-Time/ Postcompromise
- Near-Real-Time (Days/Weeks)
Built Upon
Network Traffic Network
Full Network Visibility Network Analyss Forensics

BLUECOAT  swe: BLUECOAT  steo

Payload Analysis

BLUE COAT Style 3

+
Full Endpoint Visibility Payload

Behavior Analytics Host Forensics/IR

Endpoint E ce E Joe

Analytics Style 4 | BEnE
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Detect and react quickly, and learn

Big-data inside your organization?

- Data collection

- Correlation

* Are you able to track every step of intruders in your network?

Detection capabilities for unknown events — Sandboxing
» What about mobile?

- Really targeted malware is environment specific

* “Gold images” — customize to look like one of your real systems

- Really targeted can evade “generic behavioral detection”
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GLOBAL
INTELLIGENCE
NETWORK

Containment

Analyz
Threat
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Attacker asymmetry:

Targeted to bypass general-purpose detections

Tripwires to turn tables:

 Spot irregular movements in network
» Custom patterns in sandboxes

- Bait files in sandboxes

- Set up “honeypots”
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DON’T BE THE VICTIM '“I

Alerts

Action Name Source IP Source Port Destination P Destination Port  Notified on v
EnCase Cybersecurity : 041 22400.2 051572014 17265
EnCase Cybersecurity CIF 21 224002 05/14/2014 17:12:30

EnCase Cybersecurity ik 224002 05/13/2014 00-05:07

EnCase Cybersecurity

1 Page

v

Entropy Generated 6 seconds a

| El Entropy Refresh View ~=|| Actions =

] E Entropy Sets Export First 1,000 Rows to Excel
Drag a column heade

Internet Artifacts Add to Profile |t
vl Host Namsg Create Remediation Job t File Name J Likeness Logical Size Entropy Set Nam«

Personal Identifying Information

] Ty | Ty | P [ ¥
Registry =
Snapshot GSI001.gst.local Services.exe ProRat Dropper.exe 100.00000000) 350764 Malware

System Profile and Analysis
GSI001.qgst.local ProRat.exe ProRat.exe 100.00000000| 2968576 Malware
[ Configuration Assessment

[ Memory Aguisition GSI001.gst.local ProRat.exe ProRat.exe 100.00000000] 2968576 Malware

[E] Remediation GSI001.gst.Jocal hxdOFena.exe hxdef100.exe 55.00000000 70656 Malware

GSI001.qgst.local hxdOFena.exe hxdef100.exe 99.00000000 70656 Malware

G5I001.gst.local hxdef100 - Changed.exe hxdef100.exe 99.00000000 70656 Malware

ProRat Dropper -
changed.exe

{ >

s R SV S R T Y Y

¥| GSI001.gst.local ProRat Dropper.exe 39,00000000 350764 Malware
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APTs are Omni-present

You don’t control your infrastructure any longer

Continuous response (tools)
* Collect the right data

* Ability to correlate

* Learn

Tripwires are essential
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