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Throughout history, new technologies have 
revolutionized crime and warfare alike 

Criminals proofed repeatedly to be very fast 
adopters of new technology 
 

•  Chariot .. 
•  Gunpowder .. 
•  Tanks .. 



Thriving Underground Market 

Malware offered for $249 with a service 
level agreement (SLA) and replacement 
warranty if the creation is detected by 
any antivirus within 9 months 



information about  

security vulnerabilities  
has become a 
 valuable asset  



Two decades of security investment .. 
 

 
 
 
 
 
 
 
 
The top ten vendors Cisco, IBM, Oracle, Microsoft, Apple, RedHat, 
Google, Mozilla, Linux, HP account for more than 44 percent of all 
vulnerabilities published in the last 12 months.  
 
 
 
 
 

 

 
 

top 10 
vendors 

all vendors 

August 2014 

Data source: http://www.techzoom.net/BugBounty/SecureSoftware 

Vulnerabilities per month 
& 12 months moving average 



Long term trend 
Five year average vs. last year 
 
 
 
 
 

 

 
 

Data source: http://www.techzoom.net/BugBounty/SecureSoftware 



Long term trend 
Five year average vs. last year 
 
 
 
 
 

 

 
 

Data source: http://www.techzoom.net/BugBounty/SecureSoftware 



Vulnerabilities known only to 
privileged closed groups 

such as .. 
 
 

.. pose a real and present risk to all  
who use the affected software  

Cyber 
Criminals Brokers Government 

Agencies 
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Lifecycle of a Vulnerability 



The 

Known Unknowns 
vulnerabilities known to privileged groups 

only 
 

How many?
Unknown for how long?

How to measure?
 
 



Vulnerability Purchase Programs 
 

Data of two vulnerability purchase programs covering  
1,855 vulnerabilities from 2002 - 2013 allow the  
reconstruction of the vulnerability lifecycle after publication 
 
 
 
 
 

These programs coordinate vulnerability information with the 
software vendor! 
 

•  iDefense Vulnerability Contributor Program (VCP) 

•  TippingPoint Zero Day Initiative (ZDI) 
 

 
 

Pre-disclosure 
risk 



 
 

of all Microsoft 
vulnerabilities 

reported through a 
purchase program 

 
 

from purchase to 
patch availability 

Relevant targets, considerable exposure 

14% 

153 days 



• cover a considerable share of a vendors’ 
vulnerabilities 

• despite offering low prices compared to the “black 
market” 

How many yet unpublished vulnerabilities are known to 
purchase programs exclusively .. 

at any given day in the last years? 
 

Exposure to “Known Unknowns” 

Purchase programs … 



vulnerabilities known only to VCP and ZDI  
on any given day between 2010 and 2013 

All vendors 

Microsoft, Apple, 
Oracle, Adobe 

153 
of which target Microsoft, Apple, 
Oracle, and Adobe 58 

# of known unknowns, average per day 



average exposure time: 153 days 
Critical vulnerabilities are available in considerable 
quantities for private groups, for extended periods 
and for a relatively low price 
 
 
 
 

VCP & ZDI inform the vendor  
in order to release a patch 

average 0-day attack persists 312 days 

When the vendor is not informed  
about new vulnerabilities 



What about vulnerabilities and exploits that are not 
publicly traded, and are definitively not coordinated 
with the software vendor? 
 

•  Boutique Exploit Providers 
•  Governments & Defense Contractors 
•  Commercial Security Consulting 

More Unknowns 

Our measurement provides a minimum estimate of the 
known unknowns 

(… criminals and government agencies don’t share data) 



An increasing number of commercial players offer 
zero-day exploits for their subscribers: 
 

•  they do not reveal their clients 
(big buyers reportedly include government agencies) 

•  have a keen interest in a long pre-disclosure time 
(keep the zero-day private as long as possible) 

•  some firms restrict their clientele 
(by country, specific agencies) 

•  price for exploits between USD $40k and $160k 

Vulnerability & Exploit Providers 



! !

ENDGAME'SYSTEMS'CLIENT'AND'PARTNER'CONFIDENTIAL'

'

'

'

Endgame Systems, LLC 
75 5th St NW 

Suite 208 
Atlanta, GA 30308 

Phone: (404) 781-2950 
 

Maui%–%Zero+Day%Vulnerability%and%CNE/CNA%Program%
Maui' $2,500,000'per'contract'year' • Minimum'of'25'deliverables'per'year'

• Deliverable'contents'I'Software'
• Software'CNE/CNA''
• Metasploit'module'
• VMware'image'for'testing'

• Deliverable'contents'I'Documentation'
• Vulnerability'information'
• CNE/CNA'information'
• Demo'instructions'
• Revision'history'

'

Cayman%–%Global%Vulnerability%Analytics%
Cayman'Basic' $1,500,000'per'contract'year' • Worldwide'“bot”'infection'analytics'

• IP'address'
• Organization'name'
• Geolocation'
• C&C'protocol'
• C&C'additional'information'
• Botnet'identification'

• Enhanced'malware'tracking'
• Downadup/Conflickr'infection'

analytics'
• Enhanced'compromised'host'tracking'

 Compromised'host'IP'address'
 Probable'infection'status'
 Probably'reIinfection'solution'

'
Cayman'Enhanced' $1,750,000'per'contract'year' • Worldwide'“bot”'infection'analytics'

• IP'address'
• Organization'name'
• Geolocation'
• C&C'protocol'
• C&C'additional'information'
• Botnet'identification'

• Enhanced'malware'tracking'
• Downadup/Conflickr'infection'

analytics'
• Enhanced'compromised'host'tracking'

• Compromised'host'IP'address'
• Probable'infection'status'
• Probably'reIinfection'solution'
• Passive'network'mapping'feature'

• Passive!network!mapping!feature!
• Passive!OS!identification!

Offerings 

a?@B=7AY8@8:G&0BI;7FAM;B&

b! _B8X?=R&A<<@8=C&K;F<?:=7&ABC&B=:H;7^&O?@B=7AY8@8:G&7=9=A7K6&

b! )=@8O=7G&;I&7=9=A7K6&;?:<?:&8B&68E6UOA@?=&<@Ac;7F9&

-;dHA7=&a?@B=7AY8@8:G&eAK^AE=9&

b! )=O=@;<F=B:&;I&E=B=7A@&ABC&K?9:;F&:;;@9&I;7&0+&ABC&02&

b! e7;C?KMSAM;B&I;7&?9=&YG&:7A8B=C&ABC&?B:7A8B=C&;<=7A:;79&

)A:AUI==C9&ABC&+BA@GMK9&&

b! *@;YA@&O8=H&;I&K6A7AK:=789MK9&;I&F8@@8;B9&;I&0B:=7B=:&C=O8K=9&

b! Q=6AO8;7R&8BI=KM;B&9:A:?9R&O?@B=7AY8@8:G&9:A:?9&

+KMO=&a?@B=7AY8@8:G&+99=99F=B:&

b! /A7E=U9KA@=&ABC&K;O=7:&H=Y&O?@B=7AY8@8:G&A99=99F=B:&

b! 0C=BMLKAM;B&;I&^B;HB&O?@B=7AY@=&9G9:=F9&

f&'()*+,'-&+()&./0'(1&.2(30)'(10+/&

USD $2.5 million for 25 
zero-day exploits per year 

.. for use by trained and 
untrained operators 

Shopping List 



Our security depends largely on ethical 
researchers reporting vulnerabilities under the 
practices of coordinated disclosure for free 
 

At the same time, the black market is expanding 
rapidly and offering large rewards for the same 
information 
 

Challenge to Society 

Winston Churchill’s famous 1940 wartime speech 

“Never was so much owed �
  by so many to so few.”



 

Yearly losses due to cyber crime are estimated 
between 

10 to 400 billion USD
 

Vulnerabilities are the root cause of considerable 
part of these losses 

Cyber Crime Losses 



.. we would purchase all vulnerabilities and report 
them to the vendor for remediation? 
 

What if .. 

for USD 

150,000.-  
per vulnerability? 

Online Cost Calculator 
http://www.techzoom.net/BugBounty/EconomicsGlobal 

 



Buying vulnerabilities makes sense as long as the 
purchase cost is less than the cost of the 
prevented losses 

We can outbid criminals 

Max$Price$
Cyber$Criminal$Can$Offer$

Cost$of$Collateral$Damage$Caused$By$Cyber$Criminal$

Expected$Revenue$
of$Cyber$Criminal$

Cost%$%

Max$Price$
IVPP$Can$Offer$

Vulnerability abuse incurs large collateral damage, 
exceeding criminals revenue 



What would it cost society to buy all vulnerabilities 
from all vendors for USD 150,000 each? 

International Vulnerability Purchase Program 

 
 

of the GDP of the 
US or the European 

Union 

less than 

0.01%  
 

of the yearly cost of 
cyber crime 

 

This includes buying all non-critical vulnerabilites 

less than 

1% 

Cost of buying all vulnerabilities in 2012 



What would it cost software vendors to buy all their 
vulnerabilities for USD 150,000 each? 

Software vendors buying their vulnerabilities 

This includes buying all non-critical vulnerabilites 

 
 

of the software 
vendors’ revenue 

 

less than 

1% 

Cost of buying vendor vulnerabilities in 2012 



The experience of past decades has shown that 
traditional approaches based on “more of the 
same” can not deliver adequate security 
 
The question to ask is this: 
 

“How much are those that bear the costs 
willing to pay to reduce their losses incurred 
as a result of cyber crime?”

Follow the money ... 



Conclusion 
Recommendations 



Conclusion 

The software industry is yet unable to 
produce secure code. 
 

Vulnerabilities and exploits continue to be 
available for abuse, for extended periods 
and unknown to the public. 
 
 
 

 
 



Conclusion 

We depend on researchers following 
coordinated disclosure for free, while the 
black market offers top money, 

 this current approach is not sustainable 
 
 

It makes economic sense to purchase 
vulnerabilities, and we can outbid cyber 
criminals 



Conclusion 

 
 
What is the cost of doing nothing? 
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