Bots im Kontext von Spam

Need Captcha Entry Team by urigarin 2209.08

Fosted in Data Entry, Data Processing

eco AK Sicherheit _ _
Februar 2009 Hello, | need captcha Entry team for various captchas site. | can pay §.79-111k. [fyou can do

tnare than huge captchas per day. please bid ifvod are interested system is much faster all
time. ... (Budget: $20-250, Jobs: Data Entry, Data Processing)

Christian J. Dietrich
dietrich [at] internet-sicherheit . de

I
[
Institut far Internet-Sicherheit I
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= Einleitung
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= Die Tools der Spammer
,Make money fast — the spammer‘s way"“

= Botnet Security Mechanisms

= Fazit



Spam? Wo ist das Problem?

lena.dbmg.de - 1x.dnsbl.manitu.net - Traffic

bits per second

2 @ @ @ @ @ @ @ @ +H - +H - H K
[ B S T S VIS Y- RN (R S T -~ S S X S R S,
G T T T T XT X X X XT X X T X T X

Jul Aug Sep Oct Meow Dec Jan Feb  Mar Apr May  Jun Jul  Aug Sep Oct

From Z007/07/714 20:32:00 To 2009/01/731 20:32:00

B Inbound Current: 514.62 k Average: 707.72 k Maximum: 1.57 M Total In:
B Cutbound Current: 209,82 k Average: 261,61 k Maximum: 782.37 k Total Out:

4,32 TB
1.6 TB
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Bothet-Infrastruktur
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Botnet C&C abgeschnitten

botnet
operator
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McColo (US ISP) taken offline
11/11/2008

if(IS

internet-sicherheit.

200

250
ﬂ 200
-
A 15E
#* 1m0

S50

]
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B Failure
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B Recursion
Total success:
Total MXDOMAIN: 382599
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McColo (US ISP) taken offline FIT
11/11/2008 If Is

internet-sicherheit.

MNi¥X Spam Query Statistics

3G
1]
E 200
H
la@
@
Mo Tue [ Wed Thi Fri Sat Sun
From 2008/11/09 16:32:25 To 2008/11/16 16:32.:25
B Success current: 102.10 Average: 113.88 Maximum: 323,49
Bl Failure Current: 0,00 Average: o, 00 Maximum: @, 00
W Referral current: 0,00 Average: o, 00 Maximum: @, 00
O NXRRSet Current: 728.27 m Average: 851.18 m Maximum: 2.66
O M¥Domain Current: a0, 07 Average: 104,14 Maximum: 230,54
B Recursion Current: 0,00 Average: 0,00 Maximum: @, 00

Total success: 228894
Total NEXDOMAIMN: 209323
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© Christian Jy ~ ="

# Hits

DDoS on InternetX (Schlund NS) if is
21/11/2008

internet-sicherheit.

MiX Spam Query Statistics

lam

Wed Th Fri Sat Sun
From 2008/11/19 01:08:41 To 2008/11/724 10:03:47

Bl Success Current: 141.06 Average: &5, 04 Maximum: 153,96

B Failure Current: 0,00 Average: @, 00 Maximum: Q.00
B Referral current: o, 00 Average: @, 00 Maximum: o, 00
O NXRRSet current: 1.10 Average: 470,40 m Maximum: 1.24
O NXDomain Current: 113.68 Average: 71.75 Maximum: 160,86
B Recursion Current: o, 00 Average: @, 00 Maximum: o,00

Total success: 102624
Total NXDOMAIN: 111499
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Reputation von IP-Adressen

= Theorie
m 232=4 2 Mrd. IPv4-Adressen

s Praxis

s 1,872 Mrd. IPv4-Adressen
advertised (Routing)

s ~75% der advertised
IPv4-Adressen sind
ohne Reputation!

IPvé space not

= Statistisch: Nur jede ey
4. advertised |IP-Adresse 74%

Ist  bekannt*

if(1S)

internet-sicherheit.

IPvd space
covered by IP
reputation

26%
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distribution of activity periods of mail sending IP addresses
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Verteilung der Aktivitatszeitraume von E-Mail-Quellen
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Eindeutigkeit von E-Mail-Quellen

if(IS

internet-sicherheit.

distinct requested IP addresses in millions

0 25 50 75 100 125

—=— nixspam distinct req ips = =#==blackholes distinct req ips

125-Tage-Zeitraum zeigt die
,2Einmaligkeit“ von IP-
Adressen

Mehr als 55 Mio.
verschiedene IP-Adressen

von E-Mail-Quellen in
125 Tagen

12 Jahre bis alle 1,8 Mrd.
advertised IP-Adressen
mind. 1 Mal genutzt wurden

Orange line = Primarsensor

Blue line = Sekundarsensor

11



Infektionsquellen if l I S‘

internet-sicherheit.

# ip addr Datasource: iplesd - View: nepenthes-ips-oc
1043
1042
1041
1 : I : } : L I : | : | : | : | : |
0.0.0.0 32.0.0.0 64.0.0.0 96.0.0.0 128.0.0.0 160.0.0.0 192.0.0.0 224.0.0.0 255.255,255.255
BType40:40 ETwpe3dn:30 OType20:20 EType10:10 ETypeD:0
#ip addr Datasource: iples4 - View: nepenthes-ips-oc
1043
1042
1041
1 : i : : | : | : | : | : | : |
£80.0.0.0 82.32.0.0 84.64.0.0 86.96.0.0 88.128.0.0 90.160.0.0 92.192.0.0 94.224.0.0 096.255.255.255

B Typed0:40 EType30:30 OType20:20 B Type10:10 Hl Type0:0

12



Infektionsquellen

[ ﬁ.r;' . 1
I " y
! J

internet-sicherheit.

]
85.6.249.183

#ip addr Datasource: iplesd - View: nepenthes-ips2
1043
1042
1041
l |
N | R | NS 11111 || TR | VR T— ,
83.250.1.184 84.27.160.152 84.61.63.120 84.94.222.88 84.128.125.56 84.162.28.24 84.195.186.248 84.220.89.216 85.6.248.183
[l Data
# ip addr Datasource: iplesd - Yiew: nepenthes-ips2
1042
1041
1 | | : | : | : | : |
83.250.1.184 84.27.160.184 84.61.63.184 84.094.222.184 84.128.125.184 84.162.28.184 84.195.187.184 84.229.00.184
M Data

13
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'8 Send-Safe Mailer 2.5 {build 940) - C:\Program Files\Send-5afe Mailer
Eile Help

W azter Settings

- General

b ailing O ptions Bulk. Features-
DMS & IF Raotation : S
Cornection timeout [mS]: 40000 Add zezsion emailz to; || <Random: W |

Proxies

Advanced

Send/Receive timeout [mS]: 30000 [ ] Add random to FROM
T [ | Random headers

b Resolution Emais per SMTE session: [3 N [ ] MIME -encoded content

chl
3
(B
- & IP Blacklisting | ] High email priority
v
&
-5

SEes3iang per connection: | 3 ramdaormize [ ] Randomize body HTML
[ ] Marph embedded images

SMTF Servers

Domain Keys MNumber of threads: 100

Mizcellaneous

1 &
Mizcellaneaus 1 Nl o i i [ ] Lag server protocal

Campaigns ; : [ ] Don't Send, Test mode

-p:_'l_

G EE] Mew Campaign Custom Headers
[ ] Custom headers folder; M
L
| CQutput Files
|
[ ] Save timed out mails to file CAProgram Files\Send-Safe MailersOutputhfallzd, bt

b4

[7]5ave successtul mails tacfile: | C:\Program Files\Send-Safe Mailer\ O utputhzent b«

gram FileshSend-Sate tailersOutputsrealid: =t

L
(]
u |

[] 5ave invalid mails ta file

| Leased untl: 2005-03-21 07:55:23
Credits Total: 100
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'8 Send-Safe Mailer 2.5 {build 940) - C:\Program Files\Send-5afe Mailer
Eile Help

W azter Settings

- General
b ailing O ptions Bulk. Features-

DMS & 1P Ratatian ; ;
Cornection timeout [mS]: —4EIEIEIEI Add zession emails to || <Randam: v|

Proxies

Advanced

Send/Receive timeout [mS]: 30000 [ ] Add random to FROM
T [ | Random headers
b R ezolution

il
= @ [ ] MIME -encoded content
- & IP Blacklisting | ] High email priority
|

Emailz per SMTF zezsion: |3 randomize

SEes3iang per connection: | 3 ramdaormize [ ] Randomize body HTML
[ ] Marph embedded images

SMTF Servers

Domain Keys MNumber of threads: 100

Mizcellaneous

1 &
Mizcellaneaus 1 Nl o i i [ ] Lag server protocal

Campaigns ; : [ ] Don't Send, Test mode

-p:_'l_

G EE] Mew Campaign Custom Headers
[ ] Custom headers folder; M
L
| CQutput Files
|
[ ] Save timed out mails to file CAProgram Files\Send-Safe MailersOutputhfallzd, bt

b4

[7]5ave successtul mails tacfile: | C:\Program Files\Send-Safe Mailer\ O utputhzent b«

gram FileshSend-Sate tailersOutputsrealid: =t

L
(]
u |

[] 5ave invalid mails ta file

| Leased untl: 2005-03-21 07:55:23
Credits Total: 100
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= Send-Safe Mailer 2.5 (build 940) - C:\Program Files\Send-5Safe Mailer

File Help
G &y X | :
— General a = o A ; Settnm: | @ = 1k (s
54 Messages | @ M aillists | Iﬁl Meszage Hntatn:un| ErLg: | ﬂ Froxies | I_% Advanced |
-] DMS & IP Rotation
b ailing Optionz Bulk Features-
tﬂ Prowies - g ]
@ Connection imeaut [mS: I'— Add session emails to: | <Random: V|
Advanced .
_ " . = Send/Receive timeout [mS] | 30000 [+] &dd random to FROM
—— |
g M Rezolubion [Frmms Randorn headsrs [,\}
- & IP Blacklisting E s per SMTE sesdons To 1 Ml ramisnise M.IME-enn.:n:-dfad. content
- % SMTP Servers I: [ ] High email priority
_ 3 Sessions per connection: |3 randarmize R andomize body HTML
& Domain Keys torph embedded images
: Eﬁ Mizcellaneous Murnber of threads: 100 Y R E—
% Campaigns '| Mumber of zend attempts: IE— [ Lag server protacal
= EEJ Mew Campaign ‘i i Don't Send, Test mode
o— Meszages s Custom Headers
ﬁ S tatiatic IE]—'I'E-SH [ ] Custom headers folder;
' [2] Mew Campaign & Dutput Files
Deliverability [ 0.00 552 TR _
Sségedr?m!iéx['hr]]: 1] [ ] Save timed out mais to file CAProgram FilezhSend-5afe MailerhOutputhfailed bt
bl fanee [ 5ave successtul mailstofile: | C\Program FileshSend-Sate Mailler\ Outputhsent. bt
Sent: 1]
Fails: 0 [] Save invalid mails to file CihProgram FilessSend-Sate Maller O utputhneahid: bt
Inwalid: 1]
F d: 0
L;?:jzﬁe i [ ]Use Master Settings
Leazed until: 2008-09-21 07:55:23
Creditz Tatal: 100 Lo . . ik =
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! Send-Safe Mailer 2

Eile Hep

37 o
4 &4

5 (build 940) - C:\Program Files\Send-Safe Mailer

Luwest Price Guaranfee & Fast Der #Erf

'ﬂjagran

+ “Cialis |
" -Ambien
'”‘Xanax

only $2 .DI‘J 1
~only $2.00 ;-

~ conly$200 ¢ . .

ﬂI1|‘j" i b IJD

il

Sav& up tn 80% . "

Eﬂ not click ;ust type

hﬂ:p waw RXGPS. org

_Lg C in the Edﬂ“EEE hzr uf}murhmwsa' then presﬁ the enterkay

o Messages
D Stalistics [ Test

| New Campaign
Defrverability (%) 0.00
Speed [mails/l 0
Elapsed 0:00:00
Sent:
Fails:
Irvealid:
Frocessed
Loaded:

Leased untit  2008-09-21 07.55:23
Ciedits Totak 100

=R =R== =]

Cuestorn Headers
"] Custorn headers folder:

Dutput Files

[ Save timed out mails to file
[] Save successful mails bo file
[] Save invalid mals to file

[1Use Masler Settings

" %dd session emails lo: | <Random> v

" %] Add random to FROM

* | Random headers [:1‘
2" * ] High email priority

"] Motph embedded images
" iscellaneous
7] Leg server protocol
. ¥| Don't Send, Test mode

=) Settings | @ Prosies | (8 Advanced| BB * ¢

Julk; Featynes

] MIME -ercoded conten

| Randomize body HTML
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% Send-Safe Mailer 2.5 (build 940) - C:\Program Files\Send-Safe Mailer

File Help
_5.4‘ @ Tt . .-J-='| i1 - .".ﬁb:--\.--'-..—,-..-:--\.-_-,—.—,\, “
Lowest Price Guarantee & Fast Delivery = - ... .
L T : ; S : _‘F_( =) Settings | 4 Prosies | [ Advanced | BB " ¢ »
“"Viagra . =~ only$200 . . . . 3ukFesues
% Cialls |~ only$2.00 : _ Mt e ¥
- _Ambien - - on 200 - . . . - ¥] Add random to FROM
A ¢ Iy $ R "t . Z]Randomhesden N
xﬂ"ﬂx o pnhr’m’)-ﬂﬂ ; ks * ' nten
" Qar a5 ATML
) - Save-upto |
__ Do not dick, justtype  hitp:/)
-‘Lﬂ C in the address. bar of your E:fmmger, ol
= f mode
2y Messages | Cus
D Stalisics [ Test| m[
| New Campaign & Oul
Delrverability (%) 0.00 O
Speed [mails/hl 0 i
Elapsed 0:00:00 O
Sent: 1] 1
Fails: 0 [ Save invalid mais to file
Iﬁhvaﬁndf 0
Lu?d?éad g [JUse Masler Settings
Leased untit 2008-09-21 07:55:23
Ciedits Total 100 _— i




© Christian J. Dietrich, Institut fiir Internet-Sicherheit, if(is)

|_Eeneralnii 'Eﬁrlié'mp Rotation ||Q} Proxies H% .ﬁ.dﬁncedé W MxFResolution| & IPElackfists ¢ *

General
Seed: and Motificatiarn E-mail Filkering
OM5 & IP Botation

[ ] Send seed after every | 20000 [ ] Don't send

Proxies tor the following emails:

Advanced

if email contains one of the fallowing;

IF Blacklizting
SMTF Servers

Domain Eeys

w-Mailerz: [far random zelect]

il

o
— l.zl M B esolution

2

¥

=

35

Mizcellaneous 1| Microzaft Dutlook, Express 5.00.29 A

I Microsoft Outlook Express 500,29 —

Microsoft Outlook Exprezs 5.50.45

P : Microzoft Outlock Express 5.50.48

& =] New Lampaign Microsoft Dutlook Express 5.50.49

bicrosoft Jutlook Express 6.00.24

Microsaft Outlook, Express 6.00.26
Microsoft Jutlook Express 6.00.23

| Microsoft Outlook Express 6.00.23 w |

b I g

Don't zend ta those emails:

[ | Change charset to; !us-ascii [ ]Use EHLO instead of HELO.
] MIME -encoded subjects, charsets [comma separated): | US-45C1 windows-1252 150-8859-1
[ ] MIME-encoded froms, charsets [comma separated): lLIS-.&S ClLwindowz-1262 150-2359-1

[ ] Log MessagelDs with destination emails

' Leased untl: 2008-03-21 07:55:23
Credits Tatal: (100

21
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File  Help

ER R

b aster Eettings

----------- (] DMS & IP Ratation

Proies

Advanced

b= Besolution

IF Blacklizting

&
B
v
2
----------- % SMTF Servers
]

Dramain Keys

Mizcelaneous
Campaigns
= S EE] Mews Carmpaigr

Lessed unil: 20080321 07.55:23

Credits Tatal 100

':| Send-5afe Mailer 2.5 (build 940) - C:\Program Files\Send-5Safe Mailer

& Master Settings
@ Prosies |i_|% Advanced | & M Resolution | & 1P Blacklisting A SMTP SI;ET‘.WETSI = Domain| 4 %
SMTF Servers
*+ ¢ X @& H
Diomain name .-’-'-.ddress_ . 55L PES | Maxemails per hour
grnail. com gmtp.gmail. com Heg rio 100
aol.com zmtp.aol com: 587 ho o 100
Edit SMTP Server X
Ciomain Mame: | grnail, com ‘|’
Address | smtp.gmail.com
SSL Connechion [ ] FES [pop-before-smtp] Authentication
b ax emails per hour; | 100
| k. J E Cancel J
2 1) | ¥




'8 Send-Safe Mailer 2.5 {build 940) - C:VProgram Files\Send-5Safe Mailer
File Help

B & X "B Now Campaign
=] General

|2

P .MESSEQES r@ b ailliztz || Ifﬁl tezzage Ratation || Settings || Q Proxies |i @ Advanced || |

OMNS & IP Ratation

] Rename | Mew Message D r2unegs |:| A= % Disle

FProxies

Advanced Message Body | Subjects | FROMs and Attachments | Message Source|

il
&
(B
; M Fesolution Messagetest  [JHTML Content o By B2 & GEI Gﬁl G} st Wl
W
=

IF Blacklisting {ZROT:HelloHilHi %}

SMTP Servers T
= You don't have ta reply, this iz a test.

Domain Keys | have a new site: somewhereorweb. com

. Eﬁh Mizcelaneous You are welcomel

E

-Sicherheit, if(is)

% Statistics | [ Tegﬂ

New Campaign &
Deliverability (%) 0.00
Speed [malz'hr): O

Elapzed: (0:00:00
Sent: 1]
F ailz: 1]
[ alid: 1]
Froceszed: 1]
Loaded: ]

& Frewiew

' Leased untl: 2008-03-21 075523
Credits Tatal: 100 L

© Christian J. Dietrich, Institut fiir Internet
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-Sicherheit, if(is)

© Christian J. Dietrich, Institut fir Internet

File Help
ERIR
v =] General 4|
o [§I] DMS & IP Rotation
o 09 Prosies
@ Advanced
v i M Resolution E
o B |P Blacklisting
iz % SMTP Semvers B
e el Diomain Keys
[:'ﬁA Mizcellaneous
E_ Campaigns ;
= 'ﬁ*‘;“ Mew Campaign .
E i B Meszages e
Y Statistics |53 Test|
- Mew Campaign &7

Deliverability (] 0.00
Speed [mailz/hr]; 0

Elapzed: ;0000
Sent: 1]
F ailz: 1]
[rvalid: 1]
Proceszzed: 1]
Loaded: 1]

' Lea_se::l L_mtil:.'_; 2008-03-21 EI_.'-":_EE:EE
Creditz Tatal: 100

B New Campaign

B Messages r@ Maillistz | (3] Meszage Rotation || Settings | 4 Frasies | @ Advanced | T4 %

] Rename | Mew Meszage

L

|0 irduneqs

] Mew 7 Dl

Message Body | Subjects | FROMs and Attachments || Meszage Source |

Message test:  []HTML Content

BRIOGEGHHN

{%ROT:HelloHilHi, %}

TR (14

Yau are welcame!

| jugt found this great tool for sending spaml 1k is wunderfull

It's free, give it a ty now: http://mukspan-tool. com

& Presigw

o L

N s .-
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......... Ge

&=l Do

reral

--------- (1] DS & IP Rotation
......... i Prosies

......... (B Advanced

--------- W M¥ Resolution
......... 2. IPBlacklisting
--------- % SMTP Servers

main keys

--------- ﬁ Mizcelaneous

“ Campaighz

qL-:]NE.'

w Campaign

......... E M E-'SSEIQE-‘S

B New Campaign

File

=) ¢ Proxies |i|% Advanced | AR

':| Send-5afe Mailer 2.5 (build 940) - C:\Program Files\Send-5afe Mailer |T||E

Edit Yiew Tools Message Help

] Mew 75 Dele

g & w8 L X

REI:'!'::" I_:l_elrllj;f Al Fu:_urwar!:l Prink I_Ilga_lEjI:E: Previous ; |

From:
Date:

To:

Subject: Hi!

jamesissz 1@y ahoo. com
Freitag, 12. September 2005 13:11
AOL Users

2 oEE 6 =D

a Statiztics

=3 Teatl

Mew Campaign

D eliverability [3]:

0.00

Speed [mailz/hr); 0

Elapzed:
Sent:

Fails:
[reealid:
Proceszed:
Loaded:

:00:00
1]

o
o
0

o

Leased untll EEIEIE EIEI 21 EI.'-" 55 23
Ere::llts Tatal 100

Hil

I qust found this great tool for sending spam! Itis
wunderfiall

zedyh

It's free, give it a try now: hittpfmy-spam-tool. com

You are welcome!

%

@ Presigw

o o 0 119 = .




* Send-Safe Mailer 2.5 (build 940) - C:\Program Files\Send-Safe Mailer M =E

......... General
--------- 1] DNS & IP Rotation

I | — i Provies
......... B Advanced
--------- W M Resolution
......... 2 IP Blacklisting
| | [ S— % SMTP Servers
gl Domain Keys

--------- l:ﬁ Mizcelaneous
Campaighns

El qé] MNew Campaign

E i B4 Messages

E

File

New Campaign

Edt Miew Tools Message Help

g & .8

Reply Reply Al Forward

From:
Date:
To:

infoi@tri-finance.com

Freitag, 12. September 2005 13:11

AOL Users

Subject: Hi!

Ladl Provies |i|% Advanced || ge

[ Mew 75 Dele

5 X

Print D!E.'!.E.:tEf Previous ; |

B 2 @G G =D

-Sicherheit, if(is)_

a Statistics | = Teatl

Mew Campaign

Deliverability (%] 0.00
Speed [mailzshr] 0

Elapzed: 00000
Sent: 1]

l F ails: 1]
[revalid: 1]

| Proceszed: 1]

| Loaded: 1]

Lessed unt: 20080921 075523
Creditz Total: 100

© Christian J. Dietrich, Institut fiir Internet

Hello

I st found this great tool for sending spam! Tt 13

wunderfiall

olon

It's free, gve it a try now: hitpmy-spam-tool com

s

Y ou are welcome!

@ Presigw
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= Einleitung
= Aktuelle Spam-Entwicklung im Detall

= Die Tools der Spammer
,Make money fast — the spammer‘s way"“
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internet-sicherheit

= Spam als (grober) Indikator flur Botnetz-Aktivitat

= Professionalisierung®

= Aufgaben (Captcha-Brechen)

= Tools (Spamtools)
= Missbrauch legitimer Infrastruktur zum Spam-Versand
= Viel ,Kreativitat"

= Hybride Kommunikation der Bots (zentral und P2P)
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