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SECURE APPLICATION
SERVICES

FOUNDED IN 2004
NYSE (ATEN)

2016 REVENUE $230M
5500+ CUSTOMERS
IN 72 COUNTRIES




A10 : Secure Application Services Portfolio
AN OVERVIEW
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Application
Proliferation

50 BILLION INTERNET-CONNECTED DEVICESHBY*
6.1 BILLION SMARTPHONE USERS BY 2020

70% OF ENTERPRISE MOBILE APPS DEVELOPED
WITHOUT I.T. IN 2020
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Die Motivation der Hacker
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Robert S. Mueller, 111 ‘ ey
%Eﬁtﬂr Federal Bureau o1 1. vestigation

., | am convinced that there are only two
types of companies: those that have been

hacked and those that will be.

And even they arﬂ_ﬂnnva1'tg|111: g info one
category: companies that have been hacked
and will be hacked again.
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Die Motivation der Hacker




# Wana DecryptOr 2.0

Payment will be raised on

5/18/2017 19:40:10
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Your files will be lost on

512212017 19:40:10

Time Left
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About bitcoin

How to buy bitcons?

Contact Us

Ein paar Beispiele fur Cyberattacken!

Ooops, your files have been encrypted!

»,

What Happened to My Computer?

|'Your important files are encrypted.

|Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
irecover your files, but do not waste your time. Nobody can recover your files without
lour decryption service.

Can I Recover My Files?

ISure. We guarantee that you can recover all your files safely and easily. But you have
Inot so enough time.,

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

| But if you want to decrypt all your files, you need to pay.

|You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

|We will have free events for users who are so poor that they couldn't pay in 6 months.

‘How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
|Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

| After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
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> - Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE I 12t9YDPgwueZ9NyMgwdS19p7AABisjr6 SMw

Check Payment




Ein paar Beispiele flr Cyberattacken!




Ein paar Beispiele fur Cyberattacken!

ASHLEY
MADIS#N°

Das Leben ist kurz. Gonn' Dir eine Affare.®

ich bin ein Mann
Beziehungsstatus In einer Beziehung

ich suche Frauen

Jetzt suchen »

Mitglieder weltweit!

Bekannt aus: HTL, BILD, Ashley Madison ist

T ye SSL
GQ, FOX News, CNN, das weltweit v [ rusted et : Sichere 1

BBC & Wirtschaftswoche fihrende Dating- Security ’ Seite Platz

Portal f0r diskrete Award

Abenteuer.




Ein paar Beispiele fur Cyberattacken!
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[+] Target:
[*] Hack:

Peace Be Upon The One Who Follows True Guidance
O Crusaders, as you continue your agression towards the Islamic State and your bombing campasgn agamnst the mushms, know that we are m your emails and computer systems, watching and recording your
every move, we have your names and addresses, we are 1n your emails and social media accounts, we are extracting confidential data and passing on your personal information to the soldiers of the kiulafah,
who soon with the permussion of Allah wall strike at your necks m your own lands! "So wait, we too are waiting”

Full Name / First Name Last name Department / Division £ Mad Password City / State Zip Code Phone / Cell
110h Military Poice Company - |

Ku'upokani Ka'ahu US Ary | L @us army mil _ Colorado Speing || 80913 7195260

jason davis 163 cab - US Amy S @us 3y mi J— fort nley 66442 re5240

Michael Hunter 2000 MMC - US Ammy G s army ™ i AE 9054 114963 QNI

| | SCHOFIELD

ST CLARENCE AVERY 209TH ASB S-4 - US Amy :[-;smnl | o Raooy 96857 || 8085550

SANDEE BALLESTEROS | 352 S0G G denhall 2t m f APO 9450 1144160
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Einp

aar Beispiele fur Cyberattacken!

TOP- DDOS Service (Support) ™

Order & ddos attachk Removablbile poster coOmpetition!

MENU
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Methods of payment
scounlts:
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Mit Cybercrime wird Geld verdient

FPersonal Inforamtion + Credit Score 720+

Fullz: Full data Includes First Name, Middle Name(some ofthem ), Last Name,
St

Address, City, State, Zip, SSN, DOB, HomePhone, CellPhone, 2 Last Employment

- - - : ~ i AT o~ iy P o g -~y
Sold by BooMsti« - 45 sold since Jan 27, 2071.

- -

Features Features
Product class Digital goods Orngin country United States
Quantity left Unlimited Ships to Worldwide
Ends in Never Payment Escrow

Default - 1 days - USD +-0.00

Purchase price: USD 10.00

Qty 1 Buy Now

Description

Product Description
Fullz

Full data includes First Name, Middle Name( as Name, Address, City, State, Zip, SSN, DOB, HomePhone,
CellPhone, 2 Last Employment.




Mit Cybercrime wird Geld verdient

JANUS - Start ®x | 4

@ v € janusqqdo2zx 7 5el.onion

PETYA & MISCHA

HIGH INFECTION RATES PROVABLY FAIR




Mit Cybercrime wird Geld verdient
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Wie sollte ich mich sch




Wie sollte ich mich schutzen?

Hybrid Defense:
Thunder TPS and
Verisign’s DDoS
Protection Cloud

Protection despite limited
bandwidth

Volumetric Attack Redirection
from Thunder TPS

Best of breed, no vendor lock-1n

®

VERISIGN

SICS

Verisign
OpenHybnd

® p 8 =» i il
S ] »
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AP] Call

Data Center




Europaische Datenschutzgrundverordnung

Gultig ab 2018 1n Ihrer derzeitigen Fassung
bzw. 1n der entsprechenden Landerfassung

Meldepflicht von Datenschutzvorfallen
innerhalb von 72 Stunden.

Erhohung der Strafen be1 Verletzung des
Datenschutzgesetzes von derzeit 200.000 €

auf max. 2 Mio - 4 Mio € bzw. 2-4% des
Jahresumsatzes!




Fluch und Segen verschliusselter Verbindungen

Cloud + SaaS + Big Data

wehex successfactors
, . MUSINIEES EACCUTIOM SO TRANE

workday
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Fluch und Segen verschliusselter Verbindungen

odba

Eliminate the SSL Blind Spot without Compromising Performance

————————————————————————————————
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Partnerschaften im SSLiI Umfeld

U cyunnNnCceE
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Check Point

SOFTWARE TECHNOLOGIES LTD.




Webapplicationen und WebServices

Upen Web Hpplication
security Project

For 2017, the OWASP Top 10 Most Critical Web Application Security Risks (in the Release
Candidate) are:

* Al Injection

* A2 Broken Authentication and Session Management
* A3 Cross-Site Scripting (XSS)

* A4 Broken Access Control (As it was in 2004)

* A5 Security Misconfiguration

* A6 SensitiveData Exposure

» A7 Insufficient Attack Protection (NEW)

» A8 Cross-Site Request Forgery (CSRF)

* A9 Using Components with Known Vulnerabillities

* A10 Underprotected APIs (NEW)




Enabling Application Agility

=) On Premise

L=+ STABILITY & PERFORMANCE

-------------------------------------------

. Appliance & SDN | APPLICATIONS

.....................................

............................................
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ANALYTICS

API CONFIGS
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Cloud
AGILITY & FLUIDITY
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D’i"e unsichtbaren Thunder TPS

Gefahren
2k Thunder ADC

Converged Firewall

Thunder SSLi

Ransomware

DDoS Attacken

Hacker-Angriffe

Datenverlust Die klarem Antworten




Mit A10 meistern Sie alle Gefahren!

Besuchern Sie uns an

unserem Stand und
erfahren Sie mehr.
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