HACKMANIT

One Click to Rule Them All:

Warum ein Mausklick Schaden anrichten kann

Marcus Niemietz
CEO / Co-Founder

Hackmanit GmbH
www.hackmanit.de
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HACKMANIT

Marcus Niemietz

e Horst Gortz Institute fur IT-Sicherheit
e Hackmanit GmbH
* Buch uber Ul-Redressing

* Sprecher auf Black Hat, BlueHat, Ciacingund
PHDays, Zeronights, OWASP, ...

* Twitter: @mniemietz . -

* mail@mniemietz.de
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HACKMANIT

Mit einem Klick zum Erfolg?

e
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Firefox hat diese Website daran gehindert, ein Pop-up-Fenster zu 6ffnen.

Pop-Up in Firefox

(_Einstellungen )

\versitat Bochum | mensch

<script>

window.open (

'http://rub.de', null, T
&

Studierende

'height=200, width=400"); Promevierende

Wissenschaftl

</script>
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Pop-Up in Firefox: Trusted Events

Button A

® @ Ruhr-Universitat Bochum | me!

0 www.ruhr-uni-bochum.de

RUHR-UNIVERSITAT BOCHUM

Die RUB fiir
Schiiler/innen
Studieninteressierte
Studierende
Promovierende
Wissenschaftler/innen
Beschiftigte
Unternehmen

Forderer

Ehemalige
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nsch...

Button B

[ NON ) Example Domain

www.example.org

Example Domain

This domain is established to be
used for illustrative examples in
documents. You may use this
domain in examples without prior
coordination or asking for
permission.

More information...

HACKMANIT




HACKMANIT

Pop-Up in Firefox: Script Events

Button A Button B

ersitdt Bochum | mensc

Die RUB fiir
Schiiler/innen
Studieninteressierte
Studierende

Promovierende

Beschaftig
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HACKMANIT

Pop-Up in Firefox: Benutzer / Script

Button A

Button B

® @ Ruhr-Universitat Bochum | mensch...

0 www.ruhr-uni-bochum.de

RUHR-UNIVERSITAT BOCHUM

Die RUB fiir
Schiiler/innen
Studieninteressierte
Studierende
Promovierende
Wissenschaftler/innen

Beschiftigte

Unternehmen

Forderer
Ehemalige
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[ NON ) Example Domain

www.example.org

Example Domain

This domain is established to be
used for illustrative examples in
documents. You may use this
domain in examples without prior
coordination or asking for
permission.

More information...




HACKMANIT

Flooding via Trusted Events

e

__| http://localhost/pe
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HACKMANIT

Evaluation von ,,Pop-Up“-Fenstern

Events Type ||IE 11|FF 47|GC 54|OP 41
load, error, unload Ul

click, dblclick, mousedown, mouseup (left-click) v
contextmenu (right-click) v

mouseenter, mouseleave, mousemove, mouse-| Mouse
out, mouseover (movement)
drag, dragstart (dragging)
wheel
keydown, keyup, keypress Keyboard v
search (keyboard, left-click) — (X,
select (keyboard, left-click) (X)) v
input (keyboard, right-click paste) Multiple (X, V) (v, X)
v
v

focus (keyboard, left-click)
focusin, focusout (keyboard, left-click) —
blur (keyboard, left-click) o |(X V)
scroll (keyboard, wheel)
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HACKMANIT

Mehr Klicks, mehr Schaden?

Score: 0 Time: 00:00

o

Camera ClickJacking - The Game

(T
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HACKMANIT

Clickjacking

-

Q Bing - Windows Internet Explorer IE]
O ) » [= rprmmbing.com ~[4 [ x][= sing 2 -]

5.7 Favoriten = Bing ' ‘

>

TourBing | MSN | Hotmail Marcus Signout | Germany (Deutsch) | Preferences

Images Videos Shopping News Maps More

biNg _El

Beta O Showall @ Only English @ Only from Germany

=

L 0 S0 K R hEE TR Y e e - SR e
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HACKMANIT

Clickjacking

-

@ Bing - Windows Internet Explorer ol 8] 8
@U ® l;:'_»_‘ http://www.bing.com/ Bmg b v

.7 Favoriten = Bing ‘

TourBing | MSN | Hotmail

WNeb | Images Videos Shopping News Maps More

biNg I

Beta O Show all @ Only English @ Only from Germany

m

SRS s SR FIEESSNS S S R DI S S LT
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Clickjacking

P

"_Ehttp:_a'_a'lu:ucalhu:uste'l::ling....| = || =] || &3 |

@ l\._./l L ] |g. http://localhost/bir + | +y

':T:\f Fawvoriten

i€ http://localhost/bir

-~

Funny pictures

Fo) Cickme | ¥

P
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"_Ehttp:_e'_a'lu:ucalhu:usta'l::ling....| = || =] || &3 |

@ l\._./l L ] |g. http://localhost/bir + | +y

':T:\f Favoriten

i€ http://localhost/bir

-~

Funny pictures

Ha | Click me )
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HACKMANIT

Clickjacking

€ http://localhost/bing.htm - Windows L. .. @ hitp://localhost/bing htmi - Windows L. [~ -0

@OE‘ [g http://localhost/bir v { ‘11 X ‘ ‘ O Bing @‘ _}v ['E‘ http://localhost/bir V‘ ‘7| X I ‘f; Bing
¢ Favoriten ‘ (& nttp://localhost/bing.html R .7 Favoriten 1 & http://localhost/bing.html ‘ \
Funny pictures Funny pictures

LOL

m

Web | Images Videos Shopping Ne Web | Images Videos Shopping Ne
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HACKMANIT

Clickjacking

& nttp://ocalhost/bing.html - Windows L. | = || = |3 @ nttp://localhost/bing.html - Windows L. | = || & |[x£3)
@O * |§, http://lecalhost/bir + ‘ ‘f| X | | Bing @ .\‘;} - |§, http://localhost/bir + | ":?-| A | | Bing
T Favoriten | @& http://localhost/bing.html ‘:[ 7¢ Favoriten | & hitp://localhost/bing.html
Ll 3 . Ll 1
Funny pictures Funny pictures

[LoL] Lot]
I e ¥ Cickme | ¥
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HACKMANIT

Clickjacking

<hl>Funny pictures</hl>

<img src="lol.gif">

<button>Click me</button>

<img src="lol.gi1f">

<lframe style="position:absolute;
opacity:0.0; filter:alpha(opacity=0);
left:-120px; top:95px;" width="300"
height="200"
src="http://www.bing.com"></iframe>
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HACKMANIT

Drag-and-Drop

(=2 localhost

Catch me GAME.

« Click on the ball

« Hold mouse left button

. Try to follow it (move a mouse)

« Now you can put the ball into the basket.
Get a SCORE!

Drag and Drop that!
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HACKMANIT

OWASP: X-Frame-Options

* Eingefuhrt von Microsoft in 2008
e Seit Oktober 2013: RFC 7034

* Drei Werte
— DENY
— SAMEORIGIN
— ALLOW-FROM URI

* Example:
<?php header ("X-Frame-Options: DENY"); 72>
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HACKMANIT

Cursorjacking

retox -+ | SIErs]

|‘l http:f.."ummr.mniemie...cursurjacking.html| = | =
Cursorjacking

Works with Firefox and Chrome

[ | »

One Two
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Double Clickjacking

HACKMANIT

@ Opera

-.' Antrag auf Berechtigung

accounts.google.com - accounts.google.com

Google

» lhre Kontakte verwalten

Clickjacking

Weitere Infermationen

Zugriff gewdhren Nein danke

PN o Y

Clickjacking beantragt folgende Berechtigung:

[=)[@]==]
iEj http://webperflab.com... * H-"Antrag auf Berechtigung * { <= )
« = a " 6) Web webperflab.com ‘david/cauth.html i.’ v | Suche mit Google
H-Click-warkere-onthepage: (2) Double Click on the box. -

Marcus Niemietz, Internet Security Days 2017
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HACKMANIT

Clickjacking

* Defacto standardisierte Gegenmaldnahmen
mildern Angriffe

— Helfen nicht vollstandig: es bleibt kompliziert

e Neue Standards und Features verscharfen die
Problematik

* Content-Security-Policy ist kein Allheilmittel
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HACKMANIT

Hackmanit GmbH

Penetrationstests
Schulungen

Gutachten

* Web Security, Single Sign-On, Applied Crypto
e OAuth, OpenlID Connect, SAML, SOAP, XML, REST, SSL/TLS
e https://www.hackmanit.de
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http://hackmanit.de/

HACKMANIT

Vielen Dank fiir lhre Aufmerksamkeit.
Fragen?

marcus.niemietz@hackmanit.de
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