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Continuous Delivery

B logische Fortsetzung von Continuous Integration
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B Die Ildee dahinter

Software mit agilen Methoden kann nicht komplett (manuell)
getestet werden

Alle 2 Wochen gesamten Funktionsumfang abtesten ist utopisch
Fast Feedback durch schnelle Releases

15 min from patch to prod
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Warum Build Pipelines

"One of the challenges of an automated build and test
environment is you want your build to be fast, so that you
can get fast feedback, but comprehensive tests take a long
time to run. A deployment pipeline is a way to deal with this
by breaking up your build into stages. Each stage provides
Increasing confidence, usually at the cost of extra time.
Early stages can find most problems yielding faster
feedback, while later stages provide slower and more
through probing. Deployment pipelines are a central part of
Continuous Delivery”

Martin Fowler
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B Agile Softwareentwicklung arbeitet kleinteilig
Software oft und zuverlassig in Produktion

Nutzung der IDE !'= Automatisierung

Wesentlich ist dabei die Build Pipeline

B Wie?

Geschwindigkeit

Automatisierung

VCS : - Integration— ' n .
Anderung > Build >—» Unit-Test J>—»| Deploy Tests | Produktion
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Build Pipeline

B wesentliches Ziel ist schnelles Feedback, also
Geschwindigkeit

Einzelne Schritt schnell abarbeiten (5 - 10 Minuten)
Moglichst fruh Fehler finden (Unit-Tests)

B unabhangig vom (Build-)Tool

Build muss reproduzierbar sein

B Cl-Tools

Jenkins, Go, Travis Cl, XCode Bots ...
TestTools

B Quellcode muss Continuous Delivery gerecht
werden
B Warum nicht auch fur Security?
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Warum das Ganze?

H NSA
B BDSG
B DSGVO
B Kosten

B Exploits

CVE-2016-5000 - Apache POI Information Disclosure via External
Entity Expansion (XXE)

CVE-2016-4216 - Adobe XMP Toolkit for Java Information
Disclosure via External Entity Expansion (XXE)

CVE-2016-3081 - Remote code execution vulnerability in Apache
Struts when dynamic method invocation is enabled
CVE-2015-8103 - Remote code execution vulnerability in Jenkins
remoting; related to the Apache commons-collections
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Black Duck - Open Source
Security Analysis

B Stand von Open Source Security in
kommerziellen Anwendungen bit.ly/2yfsD2x

95% der Anwendungen enthalten OSS
67% der Anwendungen enhalten OSS Schwachstellen
Durchschnittsalter von bekannten Schwachstellen in OSS: 1894

Tage
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https://info.blackducksoftware.com/rs/872-OLS-526/images/OSSAReportFINAL.pdf

OWASP Top 10

B Kritischsten Risiken in Webanwendungen

B A9 - Nutzung von Komponenten mit bekannten
Schwachstellen

B Schwer zu erkennen

B Bewusstsein auf Entwicklungsseite

B Sichtbarkeit

B Toolunterstutzung nicht vorhanden

B Patching erfordert erneut Codeanderungen
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Arten von Tests

B Funktionale Sicherheitstests
B Schwachstellen-Scanning / Fuzzing
B Penetrationstests
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Continuous Security

B Testen ist nicht alles, bel Entwicklung auch nicht
B Warum also nicht auch bei Security?

B |logischer Schritt fur Automatisierung

B Security muss auf verschieden Ebenen

betrachtet werden

Code & Architektur (Sonar)
Integrations-Tests (bdd-security, zap, owasp)
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Security ganzheitlich

B Thema einarbeiten

Erstellung von Security Guidelines

Berucksichtigung von Sicherheit im Rahmen der Erstellung von
User Stories

Codescans durchfuhren

Peer-Reviews durch einen Security Champion durchfuhren
Penetrationstests einplanen

B Planing
B Secure Scrum
B Thread Model

B Analog zur restlichen Softwareentwicklung
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Secure Scrum

B Setzt auf eigentliche Scrum-Prozess auf

B Security relevante User-Stories im Team
identifizieren

B Jede User-Story mit Loss-Value versehe und mit
S-Marks gekennzeichnet

B S-Marks verweisen auf S-Tag

B beschreibt das entsprechende Security-Problem
als auch mogliche Losungsansatze

B \Wird User Story mit einem S-Mark
implementiert, muss im selben Sprint der
entsprechende S-Tag implementiert werden

B Alternativ: Security Backlog im regularen Sprint
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Continuous Security Testing

B Tools mittlerweile verfugbar
B meist setzen diese auf OWASP auf
B Integration nicht schwieriger als bel DevOps
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Node Security Project (NSP)

B Prufung der Abhangigkeiten auf bekannte
Schwachstellen

B Ein Paket zu installieren

B Schlagt korrigierte Version vor

| Insecure Defaults Allow MITM Over TLS |
Name | engine.io-client |
Installed | 1.5.4
Vulnerable | <=1.6.8

Patched | >=1.6.9

More Info | https:
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OWASP dependency-check

B Seit 2012 verfugbar WASP Top 10 2013 entry: A9
- Using Components with Known Vulnerabilities

B Verfugbar in verschiedenen Varianten: Ant,
Maven, Gradle, SBT, Jenkins

B Analyse der Abhangigkeiten zu bekannten
Schwachstellen fur Java & .NET

B Experimentielle Unterstutzung
CocoaPods

Swift Package Manager

Python

PHP (composer)

Node.]|s

Ruby
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https://www.owasp.org/index.php/Top_10_2013-A9-Using_Components_with_Known_Vulnerabilities

B Prinzipiell kann jede gefundenen Schwachstelle
zu Buildfehler fuhren

[ERROR] Failed to execute goal org.owasp:dependency-check-maven:1.4.0:check (default) ...
[ERROR]

[ERROR] Dependency-Check Failure:

[ERROR] One or more dependencies were identified with vulnerabilities

that have a CVSS score greater then '5.0";
[ERROR] commons-httpclient-3.1.jar: CVE-2014-3577
[ERROR] mysqgl-connector-java-5.1.37.jar: CVE-2014-0001, CVE-2013-2378, ....
[ERROR] tomcat-embed-core-8.0.33.jar: CVE-2016-3092, CVE-2013-2185, CVE-2002-0493

B Nicht praktikabel, deswegen sind Ausnhamen
notig
Kann reduzierter Common Vulnerability Scoring System-Score

(CVSS) gewahlt werden
Ausnahmen festlegen
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HTML - Report

=y
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Dependency-Check is an open source ool perdorming a bes! effor snalysia of 3 party dependences; laise postvas and falss negabves may exsl in e anslysis performed by e (ool Use of the lool and the reporting provided constilutes acoeptance for use In an AS |5 condiion, and there ane NO warraniies
mplied or oerwisa, with regard o the analyss of its use. Any uss aof the tood and the reporiing providad s at the user's risk. In no event shall the copyright holder or OWASP be held lisble for any damapes whalsoever ansing oul of or in connecion with the use of Mes oo, the analysis performed, or the resulting
report

DEPENDENCY-CHECK

Project: angular-spring-boot-webapp

Scan Information (show all):

« dependency-check version: 1.4.0

Report Generated On: Oct 1, 2016 at 08:24.04 CEST
Dependencies Scanned: 128

Vulnerable Dependencies: 3

Vuinerabilities Found: 106

Vulnerabilities Suppressed: 0

@ & & & & @

Display: Showing Vulnerable Dependencies (click to show all)

Dependency CPE GAV Highest Severity CVE Count CPE Confidence Evidence Count

commons-hitpclient-3.1_jar cpea:apache:commons-hitpclient:3.1  commons-httpclient:commons-hitpclient:3.1 Medium 3 LOW 17
cpe:fa:apache:httpclient:3.1

mysqgl-connector-java-5.1.37.jar cpeJa:mysqgl:mysgl:5.1.37 mysql:mysgl-connector-java:5.1.37 High a8 HIGHEST 22

tomecat-embed-core-8.0.33.jar cpeya:apache:tomecat:8.0.33 org.apache.tomecal.embed:tomeat-embed-core:8.0.33 High 5 HIGHEST 18
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B Mit festgelegten Ausnahmen

n

’ DEPENDENCY-CHECK

Dapendency-Check ie an open source ool performing a best effort enalysis of 3rd party dependencies; false positives and false negatives may exist in the
OWASP be held liable for any damages whatsoevar ansing out of or in connection with the use of this tool, the analysis parformed, or the resulting report.

Project: angular-spring-boot-webapp

Scan Information (show all):

dependency-check version: 1.4.0

Report Generated On: Oct 1, 2016 at 08:47:00 CEST
Dependencies Scanned: 102

Vulnerable Dependencies: 0

Vulnerabilities Found: 0

Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all)

Dependency CPE GAV Highest Severity CVE Count CPE Confidence Evidence Count

Dependencies

This report contains data retrieved from the National Vulnerability Databass.




B Ausnahmen werden in eigenem XML-Format
festgelegt

<suppress>
<notes>
<I[CDATA[This suppresses false positives identified on spring security. ]]1>
</notes>
<gav regex="true">org\.springframework\.security:spring.*</gav>

<cpe>cpe:/a:mod_security:mod_security </cpe>

<cpe>cpe:/a:springsource:spring_framework</cpe>

<cpe>cpe:/a:vmware:springsource_spring framework</cpe>
</suppress>
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Y OWASP Zed Attack Proxy
(ZAP)

Features

Intercepting Proxy

Automated Scanner

Passive Scanner

Brute Force Scanner

Fuzzer

Port Scanner

Spider

Web Sockets

REST APl Scanning (OpenAPl/Swagqger)
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Funktionswelise

B Installation auf separaten Umgebung

Anwendung OWASP ZAP Proxy Application Server
- 7

B Scan der Anwendung
B Proxy wahrend Testausfuhrung
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Integration in Pipeline

B Maven Plugin: github.com/hypery2k/zap-maven-
plugin

Jenkins Public ContinousSecurity_Demo develop #8

&~ Back to Project

(i) status
£1) Changes
Console Output

n View as plain text
@ View Build Information

@ Open Blue Ocean
(} Git Build Data

E Test Result

1§ serenity Test Report
18 zAP Report

2’ Pipeline Steps

5 J Embeddable Build Status

|4 Previous Build

O hOIiSticon »| Next Build

o Build #8 (Sep 15, 2017 12:17:18 PM)

-
0
7
®

H

Build Artifacts
B ng-spring-boot jar
B zapReport.xmi

42,00 MB {5 view

4,55 KB & view

[ zapSpiderResults.xml 560 B & view
Changes

1. chore(build): always clean up docker images (detail / githubweb)
Push event to branch develop at 12:17:12 on 15.09.2017

This run spent:

« 3 ms waiting in the queue;
« 11 min building on an executor;
« 11 min total from scheduled to completion.

Revision: d63ac4c8d6b57b67321c7152d237e3d505a7a7d9

« develop

Test Result (no failures)


https://github.com/hypery2k/zap-maven-plugin

Back to develop | :apREpnrt-]

ZAP Scanning Report

Summary of Alerts

Risk Level Number of Alerts

High 0
Medium 0
Low 2
Informational 0

Alert Detail

Low (Medium) X-Content-Type-Options Header Missing

Description The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of Internet Explorer
and Chrome to perform MIME-sniffing on the response body, potentially causing the response body to be interpreted and
displayed as a content type other than the declared content type. Current {early 2014) and legacy versions of Firefox will use
the declared content type (if one is set), rather than performing MIME-sniffing.

URL http:/ingspring:41180/scripts/scripts.d13bbe30.js
Method GET
Parameter X-Content-Type-Options

URL http:/ingspring:4 1180/styles/vendor.0549f159.css
Method GET
Parameter X-Content-Type-Options

URL http://ngspring:4 1180/styles/main.be748ac2.css
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Integration in Build

B Einfache Integration
B Erweiterung moglich (Selenium Tests)

<plugin>

<groupld>de.martinreinhardt-online</groupld>

<artifactld>zap-maven-plugin</artifactld>

<configuration>
<zapHost>localhost</zapHost>
<zapPort>44444</zapPort>
<failingRiskCodeThreshold>5 </failingRiskCodeThreshold>
<targetUrl>http://ngspring:41180/</targetUr|>
<authenticationType>form</authenticationType>
<username>user</username>
<password>password</password>
<shouldRunAjaxSpider>true</shouldRunAjaxSpider>

</configuration>

</|é).llugin>
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Sonar Integration

Total Alerts @ High Risk Level 7
736 @ Medium Risk Level 55
© Low Risk Level 174
© Info Risk Level 0
ZAP Quality Gate Rename | Copy SetasDefault Delete
CONDITIONS

Only project measures are checked against thresholds. Sub-projects, directories and files are ignored. More

Add Condition:| Select a metric v
ZAP Alerts value + | isqgreater than v ©20 Q30 Delete
ZAP High Alerts Value v | | isgreater than - O Qo Delete
ZAP Medium Alerts | value + | is greater than v| O)5 Q10 Delete

github.com/pdsoftplan/sonar-zap


https://github.com/pdsoftplan/sonar-zap

AWS absichern

B Security Monkey
github.com/Netflix/security monkey

B Monitoring fur Sicherheitsprobleme

B Fur grolSe verteilte AWS-Anwendungen
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https://github.com/Netflix/security_monkey

Fazit & Ausblick

B Bibliotheken = Sicherheitsrisiko

gerade im modernen Umfeld
zeitnahe Aktualisierung notig
automatisierbar

B Absicherung moglich

Penetrationstests durch DevOps einfach automatisierbar
viele Tools im Bereich Testing & Automatisierung
Spring Vault projects.spring.io/spring-vault/

B Feedback ist ein Muss
B unerlasslich ein Sicherheitsbewusstsein im
Team aufzubauen

Oholisticon


http://projects.spring.io/spring-vault/

"There is no one-size-fits-all solution to the complex problem
of Implementing a deployment pipeline.”

Continuous Delivery, J. Humble, D. Farley
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"There are only two types of companies: those that
have been hacked, and those that will be”

Robert Miller, FBI Director, 2012
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Links

B Beispiel Anwendung

B OWASP Top 10

B OWASP Cheat Sheet

B BS| Empfehlungen zu Webanwendungen

B DevOps - Testautomation | - Infrastructure as
Code

B Rock Cl mit Jenkins 2 und Docker

Bl Beispiel Serenity

B ZAP Blog

B Your code as a crime scene

B Secure Scrum
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https://github.com/holisticon/web-security-sample
https://www.owasp.org/index.php/Germany/Projekte/Top_10
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Download/Vorabversionen/Baustein_Webanwendungen.pdf
https://www.informatik-aktuell.de/entwicklung/methoden/testautomation-im-bereich-continuous-delivery.html
https://www.holisticon.de/2016/04/rock-ci-mit-docker-und-jenkins-2/
https://martinreinhardt-online.de/jenkins/view/Demos/job/serenity_gradle_sample/
https://zaproxy.blogspot.de/
https://www.amazon.com/Your-Code-Crime-Scene-Bottlenecks/dp/1680500384
https://pdfs.semanticscholar.org/ece4/559a2c0b15aa8fe57297482a22a961bc4ccf.pdf

About me
B Martin Reinhardt (Holisticon AG)

B github.com/hypery2k
B twitter.com/mreinhardt
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https://github.com/hypery2k
https://twitter.com/mreinhardt

Prasentation

holisticon.github.io/presentations/isd-continuous-
security/
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https://holisticon.github.io/presentations/isd-continuous-security/

