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COLLECT

•Social

• Infrastructure

•Physical

•Logical

•Business

•Etc.

INFILTRATE

•Spear Phishing

•Waterhole

•Direct Attacks

•Mobile Devices

•Physical Attacks

•Etc.

PERSIST

•C2

•Backdoors

•Different Comm
Chans

•Async Comm

ESCALATE

•Vertical

•Horizontal

•Lateral Movement

EXFILTRATE

•Data Channel

•Packing

•Stegano

•Covert Channels

HIDE

•User Mode Rootkit

•Kernel Mode Rootkit

•Managed Code 
Rootkit

•Simple OS Hiding 
Tricks

Sabotage
• ICS systems

• Critical infrastructure

• Disruption of services
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