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SIDN

• 5.8 million domain names, 3.2 million DNSSEC signed

• Independent private non-profit foundation

• Responsible for the .nl zone since 1996

• Approx 100 employees (+50 Connectis)

• 1,350 registrars

• Turnover 2016 approx €19 million

• Based in Arnhem



SIDN Fund

Created to:

• increase value of the internet for Dutch economy
and society

• increase added value of SIDN

In short:

• Independent organisation

• Gives financial support to internet-related projects

• Education, research and innovation

• Promotion of security and confidence

• Increasing the internet’s scope and use



Number of .nl-domains
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Market share
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Our mission

"Connecting people and organisations 
in a secure digital world."



.NL and DNSSEC: a history

2001 - 2004 DNSSEC Testbed

2005 DNSSEC part of nameserver policy

2009 Resource support for OpenDNSSEC

2009 DNSSEC.nl platform founded

2010 Friends and Fans Program

2010 Tier 1 for .nl

2012 DNSSEC Tier 2 online

2012 1 million .nl Domain Names Signed

2014 2 million .nl Domain Names Signed

2018 3 million .nl Domain Names Signed



Why do we DNSSEC?

• We hold a central position in the Dutch DNS and there’s a lot of expertise in The 
Netherlands (NlNetLabs, PowerDNS). 

• Abuse through DNS is likely to reflect negatively on our reputation.

• It is our interest for DNSSEC to be deployed before this occurs. 

• It also enables development of other standards in the Market (DANE).

• But: where does the role of the registry end?



DNSSEC adoption = bootstrapping issue
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DNSSEC only functions if
ISP’s validate keys

ISP’s will only do this if a 
significant part of the zone is 

signed.

But: why sign your domain 
name if nobody validates?



Three choices:

1. Principal target group:

• Registrars?

• ISP’s?

• Registrants?

2. Solution to the bootstrapping issue?

• Awareness

• Subsidize/offer incentive

• Create showcases (e.g. signing of big banking sites)

• Legislation (e.g. government makes DNSSEC mandatory



It started with awareness

16



But then…

• We found out that large registrars looking for ways to distinguish themselves were
interested in DNSSEC.

• .SE reported good results with their incentive for registrars

• Initial investment for registrars biggest impediment.

• New strategy: promote mass signing among a few registrars who are also DNS 
Operators, to entice the others
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The incentive

• € 0,20 per signed name per year, paid every quarter

• Deduction for signing errors to encourage high quality.



Show them the money..



What we thought would happen
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Execution:

External factors

1. Flawless release of Tier 2

2. Dutch Government placed DNSSEC on comply-or-explain list

3. PowerDNS starts supporting DNSSEC

Actions taken:

1. Close support prevented technical problems.

2. Availability of tools and information in Dutch.

3. Introduction of validation monitor



What happened
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Account DNSSECsigned %signed

1 Registrar #1 403.171 89,1%

2 Registrar #3 350.170 97,8%

3 Registrar #2 317.392 76,6%

4 Registrar #5 84.951 41,4%

5 Registrar #17 56.234 95,0%

6 Registrar #16 41.405 65,6%

7 Registrar #37 21.287 99,5%

8 Registrar #40 20.397 99,8%

9 Registrar #59 14.024 97,8%

10 Registrar #54 11.534 71,9%





It’s more than the number..







What proved more difficult

Getting registrars with resellers or without central DNS on 
board.

Software Platforms in the industry reluctant to 
accommodate DNSSEC for The Netherlands.

Validation…



Validation..

% of validating DNS queries

Validation proved much more difficult:

• Telco’s fear support calls when user 
encounters errors

• Infractructure ISP often outsourced 
(e.g. Huawei)

• Two major players looking at each 
other

• Telco’s too big to care about our 
incentives



The 2016 Ziggo Case



Lessons learned

• An incentive can be very effective for encouraging signing if the 
timing and market conditions create fertile ground for it.

• It’s one side of the coin: you still need to tackle individual inductries, 
the ISP’s. Their situation is a lot more complicated.

• You can’t sell standards individually or base your arguments on a 
specific issue (Kaminsky). You need to wrap it in a package.

• Therefore DNSSEC was a great way to test our approach to other 
standards (IPv6)



Are there any questions?



https://events.sidn.nl/bbq

.NL Registrar? Come to our BBQ, 4th of July

https://events.sidn.nl/en/bbq


Thank you for your attention!@SIDN

SIDN

SIDN.nl

Follow us


